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APS Values and Code of Conduct in practice

Foreword

Public servants exercise authority on behalf of the Australian Government and manage significant financial resources on its behalf. Their actions directly affect the lives of the public and the confidence that the public has in Government. The Australian public, quite rightly, demands high standards of behaviour and ethical conduct from the people entrusted with this responsibility.

Behaving ethically is critical in the public sector. This guide assists APS employees to understand the practical application of the APS ethics framework—the Values and Code of Conduct—in both common and unusual circumstances. It also provides advice for agency heads in establishing policies and procedures that promote the APS Values and ensure compliance with the Code.

The guide does not and cannot answer every question about official conduct and ethics. The principles identified will point to an answer in many cases, as will the more detailed discussion of many issues. 

The Ethics Advisory Service is available to help APS employees in making sound ethical choices. More information about the Service can be found at www.apsc.gov.au/ethics.

Overview

Australian Public Service Values1
· The APS is apolitical, performing its functions in an impartial and professional manner. 

· The APS is a public service in which employment decisions are based on merit. 

· The APS provides a workplace that is free from discrimination and recognises and utilises the diversity of the Australian community it serves. 

· The APS has the highest ethical standards. 

· The APS is openly accountable for its actions, within the framework of ministerial responsibilities to the government, the Parliament and the Australian public. 

· The APS is responsive to the government in providing frank, honest, comprehensive, accurate and timely advice and in implementing the Government's policies and programs. 

· The APS delivers services fairly, effectively, impartially and courteously to the Australian public and is sensitive to the diversity of the Australian public. 

· The APS has leadership of the highest quality. 

· The APS establishes workplace relations that value communication, consultation, cooperation and input from employees on matters that affect their workplace. 

· The APS provides a fair, flexible, safe and rewarding workplace. 

· The APS focuses on achieving results and managing performance. 

· The APS promotes equity in employment. 

· The APS provides a reasonable opportunity to all eligible members of the community to apply for APS employment. 

· The APS is a career-based service to enhance the effectiveness and cohesion of Australia's democratic system of government. 

· The APS provides a fair system of review of decisions taken in respect to APS employees. 

Australian Public Service Code of Conduct2
· An APS employee must behave honestly and with integrity in the course of APS employment. 

· An APS employee must act with care and diligence in the course of APS employment. 

· An APS employee, when acting in the course of APS employment, must treat everyone with respect and courtesy, and without harassment. 

· An APS employee, when acting in the course of APS employment, must comply with all applicable Australian laws.3 

· An APS employee must comply with any lawful and reasonable direction given by someone in the employee's Agency who has authority to give the direction. 

· An APS employee must maintain appropriate confidentiality about dealings that the employee has with any minister or minister's member of staff. 

· An APS employee must disclose, and take reasonable steps to avoid, any conflict of interest (real or apparent) in connection with APS employment. 

· An APS employee must use Commonwealth resources in a proper manner. 

· An APS employee must not provide false or misleading information in response to a request for information that is made for official purposes in connection with the employee's APS employment. 

· An APS employee must not make improper use of: 

· inside information or 

· the employee's duties, status, power or authority 

· in order to gain, or seek to gain, a benefit or advantage for the employee or for any other person. 

· An APS employee must at all times behave in a way that upholds the APS Values and the integrity and good reputation of the APS. 

· An APS employee on duty overseas must at all times behave in a way that upholds the good reputation of Australia. 

· An APS employee must comply with any other conduct requirement that is prescribed by the regulations4. 

  

1 From Section 10(1) of the Public Service Act 1999
2 From Section 13 of the Public Service Act 1999
3 For this purpose, Australian law means: 
a) any Act (including this Act), or any instrument made under an Act 
b) any law of a state or territory, including any instrument made under such a law.

4 Regulation 2.1 imposes a duty on an APS employee not to disclose certain information without authority (ie information communicated in confidence or where disclosure could be prejudicial to the effective working of government). APS employees should familiarise themselves with the full text of PS Regulation 2.1.

Section 1: Relationships with the Government and the Parliament

Chapter 1: The APS—Defined by Values

The proclamation of the Public Service Act in 1999 reflected the culmination of two decades of public sector reform.

The devolution of employment powers to agency heads was designed to facilitate a more responsive, flexible and performance-focused Service. The APS Values form the enduring framework that defines the Australian Public Service, rather than rules and processes set by a central employer.

The principles of good public administration, embodied in the APS Values, lie at the heart of the democratic process and the confidence the public has in the way public servants exercise authority when meeting government objectives. Good public administration is a protection not only against inefficiency and poor performance, but also against fraud, corruption, inequity, inability to conduct business confidently and infringement of human rights.

The APS Values and Code are not simply aspirational statements of intent. They are mandatory. A breach of the Code of Conduct can result in sanctions, ranging from a reprimand to termination of employment. All APS employees are required to uphold the Values and comply with the Code. Failure to do so may attract sanctions. Agency heads (and the Senior Executive Service) are required also to promote the Values. The Public Service Commissioner is empowered to evaluate the extent to which agencies incorporate and uphold the Values and the adequacy of systems and procedures to ensure compliance with the Code.

Key relationships and behaviours

Values underpin relationships and behaviour. They establish 'the way we work around here'. This is the essence of values-based management.

Although the PS Act does not group or prioritise the Values (or the Code), it is helpful to consider them in terms of relationships and behaviours:

· between APS employees and the Government and the Parliament 

· between APS employees and the public 

· amongst APS employees in the workplace 

· personal behaviour. 

The following links each of the Values to one or more headings.



The APS Values and relationships

Key Values: Relationship with Government and Parliament

· The APS is apolitical, performing its functions in an impartial and professional manner (s. 10(1)(a)). 

· The APS is openly accountable for its actions, within the framework of ministerial responsibility to the Government, the Parliament and the Australian public. (s. 10(1)(e)). 

· The APS is responsive to the Government in providing frank, honest, comprehensive, accurate and timely advice and in implementing the Government's policies and programs (s. 10(1)(f). 

Key Values: Relationship with the public

· The APS delivers services fairly, effectively, impartially and courteously to the Australian public and is sensitive to the diversity of the Australian public (s. 10(1)(g)). 

· The APS provides a reasonable opportunity to all eligible members of the community to apply for APS employment (s. 10(1)(m)). 

Key Values: Workplace relationships

· The APS is a public service in which employment decisions are based on merit (s. 10 (1)(b)). 

· The APS provides a workplace that is free from discrimination and recognises and utilises the diversity of the Australian community it serves (s. 10(1)(c)). 

· The APS establishes workplace relations that value communication, consultation, cooperation and input from employees on matters that affect their workplace (s. 10(1)(i)). 

· The APS provides a fair, flexible, safe and rewarding workplace (s. 10(1)(j)). 

· The APS focuses on achieving results and managing performance (s. 10(1)(k)). 

· The APS promotes equity in employment (s. 10(1)(l)). 

· The APS provides a fair system of review of decisions taken in respect of APS employees (s. 10(1)(o)). 

Key Values: Personal behaviour

· The APS has the highest ethical standards (s. 10(1)(d)). 

· The APS has leadership of the highest quality (s. 10(1)(h)). 

· The APS is a career-based service to enhance the effectiveness and cohesion of Australia's democratic system of government (s. 10(1)(n)). 

This guide is structured around these relationships and behaviours.



The APS as an institution

There are three arms of the Australian Government:

· the Parliament or Legislature, which has the power to make laws 

· the Executive Government (which is often referred to simply as 'the Government', and is determined by majority of the House of Representatives) 

· the Judiciary, which has the power to interpret laws and decide whether and how they apply in individual cases. 

The APS is part of the executive arm of government, which is accountable to the Parliament, and bound by the law as interpreted by the Judiciary.

The APS is also itself an institution of Australia's democratic system of government, playing a particular role within the executive arm of government. Its role as an institution is reflected in the APS Values, including in particular:

· its relationship with the Government and the Parliament: 

· the apolitical nature of the APS (s. 10(1)(a)) 

· accountability within the framework of Ministerial responsibility to the Government, the Parliament and the Australian public (s. 10(1)(e)) 

· responsiveness to the elected Government (s. 10(1)(f)). 

· its relationship with the public: 

· impartial, as well as fair, effective and courteous (s. 10(1)(g)). 

· its workplace relations: 

· the merit principle governing employment decisions (s. 10(1)(b)). 

· its requirements for personal behaviour: 

· the highest ethical standards (s. 10(1)(d)). 

These particular Values reflect the core principles of public administration that have applied in Westminster systems of government for over a hundred years. Each is critical to the role and responsibilities of the APS. They complement each other in defining the professional behaviour expected of public servants. They are also supported by the provisions in the Code of Conduct.

Of particular importance to the role of the APS as an institution is the requirement in the Code for compliance with the law (s. 13(4)). APS employees have particular responsibility for due process, including compliance with the requirements of financial management law and administrative law as well as the specific legislation their agency may be responsible for administering.

The Value of the highest ethical standards reflects the expectation the public has that power, authorised by Parliament and delegated to Ministers and to public servants, will be exercised to a standard of ethics at least as high as anywhere in the community. The Value is supported by many elements of the Code, which require personal standards of behaviour such as honesty, integrity, care, diligence, respect and courtesy. APS employees are also required to behave at all times in a way that upholds the integrity and good reputation of the APS (s. 13(11)).

The importance of ethical behaviour is also reflected in the Financial Management and Accountability Act 1997 (FMA Act), which requires Chief Executives to promote the '…efficient, effective and ethical…' use of Commonwealth resources.

APS employees should be aware of the respective roles of the different arms of government, and the role of the APS as an institution in Australia's democratic system. Adherence to the Values enables the Parliament and the public to be confident about the capacity of the APS to efficiently, effectively and ethically administer public money and property, in line with the policies of the elected Government and consistent with the law.

Balancing the Values

While the Values complement each other, there may be tensions between them. No Value should be pursued to the point of direct conflict with another. For example, being apolitical does not remove an employee's obligation to be responsive to the Government in providing frank, comprehensive, accurate and timely advice and in implementing its policies and programmes, nor does responsiveness permit partisan decisions or decisions that are not impartial. Compliance with the law always takes precedence over a public servant's obligations to achieve results and be responsive.

Ethical behaviour goes beyond the requirements of lawful behaviour. It requires employees to merit the respect of the public in their official dealings. This is not a requirement for zealotry, but for professionalism, taking into account all the APS Values, including achieving results and managing performance.

On occasions, dilemmas may arise and public servants need to make difficult decisions. Agencies must have processes that enable employees to recognise such dilemmas and make considered ethical judgements.

Coverage

The APS Values and Code cover all APS employees, and agency heads.

Some statutory office-holders must also comply with the Values and Code, though the degree of application may vary. See Regulation 2.2 of the Public Service Regulations 1999 for detail.

Chapter 2: Working with the Government and the Parliament

Relevant Values and elements of the Code of Conduct



APS Values

· The APS is apolitical, performing its functions in an impartial and professional manner. 

· The APS is openly accountable for its actions, within the framework of ministerial responsibility to the government, the Parliament and the Australian public. 

· The APS is responsive to the government in providing frank, honest, comprehensive, accurate and timely advice and in implementing the government's policies and programs. 

APS Code of Conduct

· An APS employee, when acting in the course of APS employment, must comply with all applicable Australian laws. 

· An APS employee must maintain appropriate confidentiality about dealings that the employee has with any minister or minister's member of staff. 

· An APS employee must use Commonwealth resources in a proper manner. 



The principles of apoliticism, impartiality, professionalism, responsiveness and accountability are at the heart of strong, productive relationships between the APS and the elected government. These Values need to be considered together as a set. Most of the time they complement each other. At times, they need to be balanced so that no single Value is pressed to the point that it conflicts directly with another.

APS employees, Ministers and parliamentarians operate under the law within a democratic political system in which there is ultimate accountability of governments to the Australian people through the electoral process. They also operate within a framework of accountability and external review where the courts, and various offices established by the Parliament such as the Auditor-General, tribunals and the Ombudsman, operate as checks and balances within the system. A sound appreciation of the respective role of the Parliament, the executive and the judiciary is essential (see Chapter 1).

Ministers and governments as the elected representatives of the Australian people determine and define the public interest. Public servants advise and implement—assisting governments to deliver their policy agenda and priorities.

They share an objective of achieving better outcomes for the Australian community.

Reinvigorating the Westminster tradition: Integrity and accountability in relations between the Australian Government and the APS5 is a short guide that outlines the requirements and provides tips for public servants to help them meet their obligations to the Government of the day, to Parliament and to the public under a Westminster system.

Apolitical, impartial and professional

The role of the APS is to serve the Government of the day: to provide the same high standard of policy advice, implementation and professional support, irrespective of which political party is in power. This is at the core of the professionalism of the APS.

The APS works within, and to implement, the elected government's policies and outcomes. While it is not independent, it is well placed to draw on a depth of knowledge and experience including longer-term perspectives.

The Government’s Standards of Ministerial Ethics, which replaces Chapter 5 of the Guide on Key Elements of Ministerial Responsibility (the Guide) (last issued in 1998), emphasises that Ministers must accept accountability for the exercise of their powers and the functions of their office. The Guide is being revised.

Good advice from the APS is unbiased, evidence-based and objective. It is politically neutral but not naïve, and is developed and offered with an understanding of its implications and of the broader policy directions set by government.

APS employees have a role to assist Ministers with their parliamentary and public roles, such as drafting speeches.

In the course of their employment, however, APS employees should not engage in party political activities such as distributing political material, nor should they use office facilities or resources to provide support of a party political nature such as producing political publications or conducting market research unrelated to programme responsibilities (see Chapter 15).

APS employees are required to be impartial in performing their official duties. In implementing government policies and programmes, decisions must be made on merit.

APS employees have an important role to explain policies and analyse the reasons behind them, to assist the elected government to achieve its policy aims and help meet programme objectives. This can involve speaking at public forums and engaging external stakeholders. APS employees need to do this professionally, and avoid partisan comment. Their approach to speaking publicly about policies needs to support public confidence in the ongoing capacity of the APS to be impartial.

Agencies have found it useful to have in place procedures, agreed with Ministers, to handle media enquiries and make public statements.

Employees should discuss any concerns they have about what constitutes an effective apolitical and impartial role with senior management. Senior management, in turn, may need to discuss the matter with the Minister or the Minister's office.

Responsive

Responsiveness to the Government demands a willingness and capacity to be effective and efficient. Responsive APS employees:

· are knowledgeable about the Government's stated policies 

· are sensitive to the intent and direction of policy 

· take a whole-of-government view 

· are well informed about the issues involved 

· draw on professional knowledge and expertise and are alert to best practice 

· consult relevant stakeholders and understand their different perspectives 

· provide practical and realistic options and assess their costs, benefits and consequences 

· convey advice clearly and succinctly 

· carry out decisions and implement programmes promptly, conscientiously, efficiently and effectively. 

Responsive advice is frank, honest, comprehensive, accurate and timely (APS Value (f)). The advice should be evidence-based, well argued and creative, anticipate issues and appreciate the underlying intent of government policy. Responsive advice is also forthright and direct and does not withhold or gloss over important known facts or 'bad news'6.

Responsiveness demands a close and cooperative relationship with Ministers and their employees. The policy advisory process is an iterative one, which may involve frequent feedback between the APS and the Minister and his or her office.

Responsive implementation of the Government's policies and programmes (APS Value (f)) is achieved through a close and cooperative relationship with Ministers and their employees. Ministers may make decisions, and issue policy guidelines with which decisions made by APS employees must comply. Such Ministerial decisions and policy guidance must, of course, comply with the law7 and decisions by APS employees must meet their responsibilities for impartiality and efficient, effective and ethical use of resources.

Accountable

Accountability is one of the foundation values of the APS, helping to define its role as a key institution in Australia's democratic system.

APS employees work within an accountability framework comprising a continuum of accountability relationships8:

· Governments are accountable to the Australian people at elections 

· Ministers are responsible for the overall administration of their portfolios and accountable to the Parliament for the exercise of Ministerial authority 

· public servants are accountable to Ministers for the exercise of delegated authority and through them to the Parliament9 

· public servants are also accountable for their performance through agency management systems. 

Public servants must also conform with the law, and may be held to account through the legal system.

APS employees have a role to assist Ministers to fulfil their accountability obligations to Parliament and the public. This may include briefing Ministers, preparing for parliamentary debates, drafting answers to parliamentary questions or drafting letters in response to Members and Senators.

Although the legislature cannot direct the APS in its day-to-day work, it is the responsibility of Parliament to scrutinise the activities of government and to examine the expenditure of public money. APS employees may be required to provide information directly to the Parliament, in particular to its Committees.

Public servants assist Ministers to fulfil their accountability obligations by providing Parliament with full and accurate information about the factual and technical background to policies and their administration. This may include reasons for the policy, but not comment on policy. The Senate resolutions provide that:

an officer of a department of the Commonwealth or of a state shall not be asked to give opinions on matters of policy, and shall be given reasonable opportunity to refer questions asked of the officer to superior officers or to a Minister.

APS employees must be honest and professional. Answers to questions from Parliament or its Committees must always be accurate and any inadvertent errors corrected quickly. APS employees must never mislead the Parliament. If necessary, they should consult the Minister before answering Committee questions and should not refuse to answer questions allowed by the Committee chair, unless directed by the Minister. They should help explain government policies and decisions, although they are not obliged to reveal policy advice given. Where questions from a Committee are likely to be politically sensitive, they should discuss the matter beforehand with the Minister or the Minister's office. APS employees should always look to maintain the trust of both Ministers and the Parliament in their professionalism.

Further guidance on appearing before parliamentary committees is available in the Government Guidelines for Official Witnesses before Parliamentary Committees and Related Matters (November 1989) available from the Department of the Prime Minister and Cabinet's website.

This guide also includes advice about providing information to individual Members of Parliament. Unless there are legislative provisions that apply, arrangements for this should be settled by the Minister and agency head.

APS employees must be frank, open and cooperative when, under external review processes, they are providing information to statutory officers or bodies such as the Commonwealth Auditor-General, the Administrative Appeals Tribunal, the Federal Privacy Commissioner and the Commonwealth Ombudsman.

APS employees are frequently required to exercise statutory powers, often delegated by, or under authorisation from, Ministers or other office-holders. The accountability requirements will vary according to the nature of the power. When exercising statutory powers, APS employees must understand the specific requirements of the legislation, how it interacts with other relevant legislation and legal principles, any requirements of procedural fairness, and the relative degrees of responsiveness to, and independence from, the views of others, including Ministers and agency management. Some statutory powers are exercised independently of Ministers.

APS employees provide services on behalf of the Government to a wide range of groups and individuals and in doing so:

· must adhere to the law and to the policies and guidelines of the Government and not pursue a personal view about the public interest 

· are accountable to the government to provide quality service 

· must deal with all individuals and groups fairly, effectively, impartially and courteously. 

Practical application of the accountability Value also involves meeting statutory and administrative reporting requirements. This includes reporting on outcomes and outputs, performance targets and indicators through such processes as budget documents, business plans and annual reports. It also requires accounting for the effective, efficient and ethical use of Commonwealth resources.

Accountability requires individuals to clearly understand their responsibilities under agency performance management arrangements. Processes for assessing individual performance should be linked to broader corporate planning and decision-making processes, setting strategic directions and priorities, and assessing organisational performance.10
Good recordkeeping is also essential to accountability. All significant decisions or actions need to be documented to a standard that would withstand independent scrutiny. Proper recordkeeping allows others to understand the reasons why a decision was made or an action taken and can guide future decision makers. (For further details see Chapter 3)

Complying with the law

APS employees have an unequivocal responsibility to comply with all applicable Australian laws, including:

· the Public Service Act 1999 

· the Criminal Code Act 1995 

· the Crimes Act 1914 

· Acts administered by or relevant to agencies, dealing with, for example, social security, taxation, health and the environment 

· financial legislation, particularly the Financial Management and Accountability Act 1997 (FMA Act) and where relevant, the Commonwealth Authorities and Companies Act 1997 (CAC Act) 

· administrative and employment law dealing with, for example, anti-discrimination, privacy, freedom of information, health and safety, the making and disposal of records and reviews of decisions. 

There may also be regulations, formal directions, agency instructions and guidelines, drawing on legislative provisions or taking account of judgements by the courts. Employees should be familiar with relevant statutes and instructions and know when and how to obtain more detailed advice about them quickly and cost effectively.

Ensuring an effective relationship

Building and maintaining a constructive relationship with Ministers and their offices is a key responsibility of APS employees. Consistently working to the APS Values is crucial to such relationships, as are a sound appreciation of the respective roles and a spirit of cooperation and good communication.

Agencies have found it useful to provide guidelines to employees, agreed with the Minister, on handling such interactions in an effective and professional way.

It is normal practice for Ministers and ministerial employees to deal directly with a range of APS employees, not just the agency head. This is beneficial in that it allows the Minister and his or her employees to seek advice from those APS employees with the most expertise, or the most experience in the particular topic under consideration. More senior employees should be kept informed, and the agency head immediately advised about matters of particular sensitivity or significance. Agencies might also specify employees or the level of employees, who are authorised to provide formal advice to the Minister.

Although not all communication needs to be written, it is good practice to provide advice on key issues in writing, addressed to the Minister. File notes on significant decisions should also be created and retained.

Differences might on occasion arise in the relationship and they are best resolved through discussion and consultation. APS employees should discuss any concerns they have with their manager and ultimately the agency head. Where a disagreement does not involve the agency head directly, his or her intervention may be needed to resolve the issue.

On very rare occasions an agency head may have a serious disagreement with the Minister, or the Minister may have publicly criticised the agency. If the matter cannot be resolved through discussion, it is appropriate for the agency head to write to the Minister, setting out his or her concerns, clarifying the nature of the issue and options available, and seeking explicit written instructions on the action required.

An agency head might consult with colleagues such as the Secretary of the Department of the Prime Minister and Cabinet or the Public Service Commissioner and, depending on the issue, the Secretary of the Attorney-General's Department. If still concerned, the agency head can raise the issue with the Prime Minister. The Minister should always be kept informed.

In the event a Minister believes an APS employee is not upholding the APS Values, the Minister would normally raise the matter with the agency head. Concerns about an agency head may be raised with the Prime Minister, or with the Secretary of the Department of the Prime Minister and Cabinet, or the Public Service Commissioner. There is provision under the PS Act (s. 41(1)(f)) for the Commissioner to inquire into alleged breaches of the Code by agency heads.

Working with Ministers' offices

Ministerial staff are employed under the Members of Parliament (Staff) Act 1984 (the MoP(S) Act) administered by the Minister for Finance and Deregulation, and the Special Minister of State.

While the way in which Ministers' offices interact with agencies will vary from one office to another, there are some general principles that apply.

Much of the communication between Ministers and APS employees takes place through the Ministers' employees. APS and ministerial employees should work towards achieving a professional and cooperative relationship. In providing accurate and timely advice, trust is crucial.

APS employees, including agency heads, cannot always expect direct access to the Minister, and ministerial employees may contact APS employees other than the agency head directly for information.

Ministerial employees provide important guidance about the Minister's policy and requirements and, by so doing, help APS employees to be responsive. However, they cannot direct APS employees. In forging good relationships with ministerial employees, APS employees need to recognise their different roles and responsibilities. Ministerial employees have a political role to help the Minister fulfil his or her aims across the portfolio. APS employees are responsible to the Minister through the agency head and have an apolitical role to help the minister draw on the depth of knowledge and experience in the APS, provide a longer-term perspective, and ensure due process under the law.

It is Ministers, of course, who have final authority and accountability to Parliament, and APS employees, through their agency head, are responsible to them11. The relationship between the APS and ministerial employees needs to always recognise this final authority. APS employees must, if in doubt, check that directions conveyed by advisers have ministerial authority and that professional APS advice has been conveyed to the Minister.

If a public servant needs to contact an adviser from a different ministerial portfolio, contact should be made through their own Minister's office and the relevant agency should be involved in any discussions. Similarly, an adviser needing to contact an APS employee in another portfolio should make contact through that portfolio's ministerial office and the relevant agency within their own portfolio should be involved in any discussions.

With the Prime Minister's approval, Ministers can engage a limited number of consultants under the MoP(S) Act to work on specific projects or conduct reviews on their behalf or under the direction of the agency head (where agreed). In the latter case, it will be useful to establish a common understanding between all parties about the consultant's role and reporting requirements.

Supporting Ministers, Upholding the Values (2006) contains more information about dealing with Ministers’ offices. It examines good practice principles associated with establishing the roles and responsibilities that define interactions between APS employees and Ministers and their advisers.

Code of Conduct for Ministerial Staff

The Code of Conduct for Ministerial Staff (the Code) was tabled in the Senate by the Special Minister of State, Senator Faulkner, on 26 June 2008.

The Code applies to ministerial staff employed under the Members of Parliament (Staff) Act 1984. It covers all ministerial employees, including the personal and electorate office staff of Ministers as well as consultants engaged by Ministers. The Code sets out the standards of personal integrity, professionalism and behaviour that are expected of ministerial staff, including a requirement to treat with respect and courtesy all those with whom they have contact in the course of their employment. It includes provisions covering working relationships between ministerial staff and APS employees recognising the distinct role of ministerial staff in providing advice and assistance to Ministers but making it clear that they do not have the power to direct APS employees in their own right and that executive decisions are the preserve of Ministers and public servants.

Together with the APS Values and Code of Conduct, the Code of Conduct for ministerial staff helps set the framework for the working relationship between agencies and ministerial offices. APS agencies should therefore ensure that all employees who are likely to have communications with ministerial staff, including those employed in electorate offices, are aware of the existence of the Code and where it can be accessed. In their dealings with ministerial staff, APS employees should also be mindful of their responsibilities under the APS Values and Code of Conduct to maintain appropriate confidentiality as well as remaining apolitical and impartial. References to the Code of Conduct for Ministerial Staff should be incorporated into internal agency guidelines.

Relations between APS employees and ministerial staff are usually carried out in a professional, productive and courteous manner, based on mutual respect. Agencies and Ministers should agree on ways of managing the relationship in an effective and professional way, with any difficulty that might arise in the relationship being resolved, if possible, through discussion and consultation at the level judged most appropriate to the issue. It is envisaged that only in the event that a matter cannot be resolved in this way, would it be necessary for an agency head (with the knowledge of his or her Minister) to draw the issue to the attention of the Secretary of the Department of the Prime Minister and Cabinet.

APS employees working as ministerial advisers

APS employees may apply to work in a Minister's office under the MoP(S) Act. While the person is employed under that Act they are on leave without pay from the APS12.

Working in a Minister's office is an opportunity to gain experience and should contribute positively to a person's career in the APS. Similar considerations apply when public servants work for Members and Senators including the Leader of the Opposition and shadow Ministers.

When a position is vacant for less than 12 weeks, it is generally up to the Minister's portfolio department to provide staffing relief. Usually, the agency would engage a person under contract. From time-to-time, however, a public servant may be required to undertake the work. In such cases the person performs the duties as an APS employee, and the Minister's office and the agency head negotiate working arrangements.

Departmental liaison officers

Departmental liaison officers (DLOs) working in Ministers' offices are employed under the PS Act and the APS Values and Code apply. The DLO's role and employment arrangements should be agreed between the Minister and the agency head and it is generally good practice for the DLO to report to the Minister's chief of staff, day-to-day. The DLO's role is to facilitate a cooperative and professional relationship between the agency and the Minister. A DLO must not be involved in party political activities or political advocacy. A DLO should be recalled when an election is called unless it is appropriate for them to remain in the Minister's office to manage ongoing liaison work, while not being used directly or indirectly for party political purposes.

Caretaker arrangements in the election period

The relationship between Government and the APS is subject to particular scrutiny around elections. It is even more important at that time for the APS to be seen to be politically impartial.

APS employees need to be familiar with and follow the Department of the Prime Minister and Cabinet's guidelines about the operation of the caretaker conventions.

In summary, the caretaker conventions are a series of practices that have been followed by successive governments during the period preceding an election for the House of Representatives. While their primary purpose is to avoid actions that would bind an incoming Government and limit its freedom of action, a number of the practices are directed at protecting the apolitical nature of the APS and avoiding the use of Commonwealth resources in a way that advantages a particular party. They deal with issues such as requests from Ministers' offices for information or advice, the conduct of information campaigns and political participation by APS employees during the caretaker period.

There are also guidelines on pre-election consultation with the Opposition under which shadow Ministers may, with the agreement of the relevant Minister, hold discussions with appropriate APS employees.

APS employees should refer to the Guidelines on Caretaker Conventions for detailed information. It is important to remember that the ordinary business of Government continues during the caretaker period and the application of the conventions requires judgement and common sense. If APS employees are unsure about how to handle issues that arise during the caretaker period, they should raise the matter with senior agency management in the first instance.

 

5 Available at www.apsc.gov.au/ethics

6 See ANAO publication, Some Better Practice Principles for Developing Policy Advice (2001)

7 Agency or programme legislation may specifically constrain ministerial direction

8 A description of accountability in the APS context is given in the Management Advisory Board publication, Accountability in the Commonwealth Public Sector (1993)

9 In some statutory authorities, relevant legislation requires considerable independence from Ministers, and accountability direct to the Parliament

10 See also MAC Report 1, Performance Management in the APS: A strategic framework (2001)

11 Section 57 of the Public Service Act 1999 sets out the responsibilities of Secretaries of Departments, providing that they are responsible for managing the department, 'under the 'Agency Minister'. Section 57 also requires Secretaries to assist Ministers to fulfil their accountability obligations to the Parliament to provide factual information about the operation and administration of the department

12 The Prime Minister's Public Service Directions 1999 (chapter 2) provide for a mandatory grant of leave without pay to work under the MOP(S) Act and for a right of return to the agency at the employee's classification level immediately before the leave was granted

Chapter 3: Managing official information

Relevant elements of the Values, Code of Conduct and Regulations



APS Values

· The APS is apolitical, performing its functions in an impartial and professional manner. 

· The APS is openly accountable for its actions, within the framework of Ministerial responsibilities to the Government, the Parliament and the Australian public. 

· The APS is responsive to the Government in providing frank, honest, comprehensive, accurate and timely advice and in implementing the Government’s policies and programs. 

· The APS delivers services fairly, effectively, impartially and courteously to the Australian public and is sensitive to the diversity of the Australian public. 

APS Code of Conduct

· An APS employee must behave honestly and with integrity in the course of APS employment. 

· An APS employee must act with care and diligence in the course of APS employment. 

· An APS employee, when acting in the course of APS employment, must comply with all applicable Australian laws. 

· An APS employee must maintain appropriate confidentiality about dealings that the employee has with any Minister or Minister’s member of staff. 

· An APS employee must not make improper use of: (a) inside information, or (b) the employee’s duties, status, power or authority in order to gain, or seek to gain, a benefit or advantage for the employee or for any other person. 

· An APS employee must at all times behave in a way that upholds the APS Values and the integrity and the good reputation of Australia. 

· An APS employee must comply with any other conduct requirement that is prescribed by the regulations. 

Public Service regulations

2.1

1. This regulation is made for subsection 13 (13) of the Act. 

2. This regulation does not affect other restrictions on the disclosure of information. 

3. An APS employee must not disclose information which the APS employee obtains or generates in connection with the APS employee’s employment if it is reasonably foreseeable that the disclosure could be prejudicial to the effective working of government, including the formulation or implementation of policies or programs. 

4. An APS employee must not disclose information which the APS employee obtains or generates in connection with the APS employee’s employment if the information: 

a. was, or is to be, communicated in confidence within the government; or 

b. was received in confidence by the government from a person or persons outside the government; 

· whether or not the disclosure would found an action for breach of confidence. 

5. Subregulations (3) and (4) do not prevent a disclosure of information by an APS employee if: 

a. the information is disclosed in the course of the APS employee’s duties; or 

b. the information is disclosed in accordance with an authorisation given by an Agency Head; or 

c. the disclosure is otherwise authorised by law; or 

d. the information that is disclosed: 

i. is already in the public domain as the result of a disclosure of information that is lawful under these Regulations or another law; and 

ii. can be disclosed without disclosing, expressly or by implication, other information to which subregulation (3) or (4) applies. 

6. Subregulations (3) and (4) do not limit the authority of an Agency Head to give lawful and reasonable directions in relation to the disclosure of information. 

Note Under section 70 of the Crimes Act 1914, it is an offence for an APS employee to publish or communicate any fact or document which comes to the employee’s knowledge, or into the employee’s possession, by virtue of being a Commonwealth officer, and which it is the employee’s duty not to disclose.



Disclosing and using information

There is a legal and regulatory framework that governs the general disclosure and use of official information by APS employees and access by the public. Apart from the Public Service Act 1999 (including the Code of Conduct), the framework includes:

· Crimes Act 1914 (Crimes Act) 

· Criminal Code Act 1995 (Criminal Code) 

· Freedom of Information Act 1982 (FOI Act) 

· Archives Act 1983 (Archives Act) 

· Privacy Act 1988 (Privacy Act) 

Also included in the legal and regulatory framework is an employee’s common law duty of loyalty and fidelity, which is an implied term in any employment relationship.

At an administrative level, there is the Australian Government Protective Security Manual (PSM) which sets out the protective security policy, practices and procedures for the Australian Government and the use of its national security information. Access to the PSM is limited to Australian Government, State and Territory agencies and their employees and contractors.

Disclosing information 

Openness is at the core of Australia’s modern system of government. It is essential in a healthy democracy that members of the public have the opportunity to contribute to policy development and decision-making, and that there is public scrutiny and accountability of government. Public access to information in the possession of government agencies helps to make this possible.

But there are some circumstances where there is an overriding public interest in maintaining the confidentiality of information held by government. Governments are required to strike a balance between the public interest in having access to information and the public interest in ensuring the effective and proper conduct of government. Disclosing information inappropriately is against the public interest for a variety of reasons. At its most serious, leaking information can damage Australia’s international security or reputation and in extreme circumstances put the lives of Australian officials and others at risk. Inappropriate disclosures may also damage the relationship of trust between the government of the day and its public service advisers. This may reduce the willingness of the government of the day to seek the advice of the public service. Among other things, this would reduce the capacity of the public service to have its views and experience taken into account in the policy development process.

Most agencies should be engaging widely with the public and their particular stakeholders to ensure their policy advice is well informed and their programmes are administered effectively. Requests for information must be treated consistent with the requirements of the FOI Act and parliamentary questions answered in accordance with the relevant sections of Government Guidelines for Official Witnesses before Parliamentary Committees and Related Matters (November 1989) available from the Department of the Prime Minister and Cabinet’s website (see also Chapter 2: Working with the Government and the Parliament).

Secrecy provisions in legislation 

Many APS employees are subject to duties of secrecy contained in legislation which apply to particular types of information, for example, section 16 of the Income Tax Assessment Act 1936 or section 150 of the Child Support (Assessment) Act 1989. In the case of personal information, the Privacy Act establishes rules prohibiting the use or disclosure of information except in certain circumstances. APS employees should familiarise themselves with the Privacy Act and any secrecy provisions in legislation applying to their duties.

Dealing with Ministers or Ministers' offices 

APS employees who deal with Ministers or with Ministers’ offices may access particularly sensitive information. They must treat any dealings with appropriate confidentiality (s. 13(6) PS Act).

Supporting Ministers, Upholding the Values (2006) contains more information about dealing with Ministers’ offices. It examines good practice principles associated with establishing the roles and responsibilities that define interactions between APS employees and Ministers and their advisers.

Complying with all applicable Australian laws, including common law 

When acting in the course of APS employment, APS employees must comply with all applicable Australian laws, including any law of a State or Territory (s. 13(4) PS Act). As the common law is part of the law of States and Territories, APS employees who breach their common law duty of loyalty and fidelity to their employer may also breach the APS Code of Conduct13.

The common law duty of loyalty and fidelity is applicable to restrictions on disclosure of information in particular circumstances. For example, where an agency has classified information with a security classification (national or non-national) in order to protect the legitimate ends and interests of government, disclosure may be a breach of the common law duty of loyalty and fidelity. Even in relation to unclassified information, the duty of loyalty and fidelity can be relevant. For example, if an APS employee disclosed information in accordance with a personal view and in defiance of agency policy, the employee may have breached the common law duty of loyalty and fidelity. If an employee who has been told or directed not to disclose particular information disobeys such a direction, the employee may breach subsection 13(5) of the PS Act as well as their common law duty of loyalty and fidelity.

Public Service Regulation 2.1 

Following Bennett v President, Human Rights and Equal Opportunity Commission (2003) FCA 1433 an amendment to regulation 2.1 of the Public Service Regulations 1999 came into effect in December 2004. However, on 16 June 2005 the regulation amending the Public Service Regulations was disallowed in the Senate.

A new regulation 2.1 was subsequently made and came into effect on 15 July 2006. While it is largely the same as the disallowed Regulation, new Regulation 2.1 includes an additional paragraph 2.1(5)(d) that makes it clear that (with some qualifications) subregulations 2.1(3) and (4) do not apply to information that, although received or communicated in confidence, is already lawfully in the public domain by the time of disclosure.

An agency investigating a suspected breach of the Code involving possible unauthorised disclosure of information should note the form of regulation 2.1 in force at the relevant time.

	5/12/99 – 22/12/04 
	As provided via original Public Service Regulations 1999, which came into effect on 5/12/99. 

	23/12/04 – 15/06/05 
	Amended regulation as inserted by Public Service Amendment Regulations 2004 (No.2) and disallowed in the Senate (disallowed regulation) 

	16/06/05 – 14/07/06 
	As introduced via original Public Service Regulations 1999 (revived regulation) 

	From 15/07/06 
	Current amended regulation, as inserted by Public Service Amendment Regulations 2006 (No.1) 


Authorisations and delegations given for the purposes of the revived regulation ceased to have effect from and including 15 July 2006. Agencies should have updated authorisations and delegations for the purposes of the current amended regulation.

New regulation 2.1 is framed in such a way that it leaves some room for judgement by APS employees in its application to a particular circumstance. The test in the regulation is an objective one of a reasonable person i.e. one standing in the shoes of the relevant employee (in the same circumstances with the same information). The new regulation is not designed to regulate the disclosure of official information comprehensively. Rather, it is intended to operate alongside other provisions and obligations, including agency-level directions. The following paragraphs provide guidance on the exercise of judgement in relation to the regulation.

Effective working of government 

An APS employee must not disclose information obtained or generated in connection with his or her APS employment if it is reasonably foreseeable that the disclosure could be prejudicial to the effective working of government, including the formulation of policies or programmes (PS Regulation 2.1(3)14). Depending on the circumstances, this restriction could cover information, such as opinions, consultation, negotiations (including about the management of a contract), incomplete research, or advice or recommendations to the Government, leading or related to, the development or implementation of the Government’s policies or programmes.

APS employees need to consider on each occasion whether the disclosure of information could damage the effective working of government, including, for example, in relation to unclassified information and in circumstances where there is no relevant agency head direction. In some cases it will be acceptable for employees to disclose information that is already lawfully in the public domain. However, there may be circumstances where it is not appropriate either to confirm or deny information already in the public domain. An example would be where a public servant makes a disclosure without authorisation which, because of their official role, has the effect of confirming a previous leak of information.

The exemptions set out in the FOI Act are a useful starting point in determining which categories of information may potentially fall within the scope of regulation 2.1. Further information about the operation of the FOI Act exemptions may be found in FOI Guidelines – Exemptions sections in the FOI Act (31 December 2007) on the Department of the Prime Minister and Cabinet website.

Information communicated in confidence 

An APS employee must not disclose information which the APS employee obtains or generates in connection with the APS employee’s employment if the information was, or is to be, communicated in confidence within the government or was received in confidence by the government from a person or persons outside the government, whether or not the disclosure would found an action for breach of confidence (regulation 2.1(4)).

Information will be communicated in confidence within government where an employee is given the information on the understanding that it should not be disclosed except in the course of official duties. This will be most apparent where the information is formally classified. For instance, information subject to a security classification or a Cabinet‑in‑confidence classification is clearly communicated in confidence within government and is subject to regulation 2.1(4).

However, other circumstances may indicate that the information is given to an employee in confidence, even where it is not formally classified. For example, information may be given to an employee on the express understanding that it is only to be disclosed in the course of duties or with the authorisation of the agency head. Alternatively, the nature and context of the information may make it clear that the information should not be disclosed except in the course of duties. This might include, for instance, information which if disclosed except in the course of duties might:

· damage Australia’s relations with foreign States; or 

· damage the Commonwealth’s relations with the States; or 

· prejudice the conduct of a prosecution or civil litigation to which the Commonwealth or an agency is party; or 

· prejudice a tender process; or 

· prejudice a certified agreement negotiation being conducted by the Commonwealth or an agency; or 

· damage an individual. 

Information will be received in confidence by the government from a person or persons outside the government where the provision of the information is subject to an express confidentiality condition (whether in a contract or otherwise), and in other circumstances where it is clear that the information is provided on the basis that it is to be used only for the purpose for which it is provided. Again, the nature and context of the information may make it clear that the information is disclosed on a confidential basis (eg information provided by a foreign State about its likely position in a treaty negotiation or information provided by a commercial entity which would be useful to its competitors).

Disclosure in the course of duties 

Regulation 2.1 does not prevent the disclosure of information if an APS employee is required to make disclosures as part of their duties. Such disclosures should be in accordance with agency protocols or guidance. For example, employees undertaking regular liaison with members of the media may be required to disclose certain information routinely.

APS employees may also disclose information in accordance with an authorisation given by an agency head or a delegate. Information may be disclosed where disclosure is otherwise authorised by law.

In addition, subregulation 2.1(5) makes it clear that subregulations 2.1(3) and (4) do not prevent the disclosure of information that, at the time of disclosure, is already lawfully in the public domain. This is provided that the disclosure can be made without disclosing other information, as described elsewhere in the regulation. For example, if an APS employee provides details to a member of the public about a government initiative after it has been announced. However, this exception would not apply if at the time of disclosure the information had not yet been lawfully disclosed, for example if the matter was made public via a budget ‘leak’.

The regulation does not prevent APS employees making whistleblower reports about suspected breaches of the Code of Conduct provided they do so in accordance with the Public Service Act and Regulations.

Agency policies and APS employees’ responsibilities 

Agencies should establish clear policies and guidelines so that employees are aware of the provisions that govern the management of information. In addition, agencies may care to consider issuing directions:

· that require APS employees to comply with agency-level protective security policies and instructions developed on the basis of the PSM; 

· to specific groups of APS employees working with particular kinds of information (for example, APS employees working on a particular tender exercise); 

· that require APS employees to seek advice if they are unsure about whether to disclose information and to keep a record of that advice if authorised to disclose information. 

APS employees have a responsibility to familiarise themselves with their agency policies and guidelines. If in doubt about whether information may be lawfully disclosed, APS employees should always seek the advice of someone in their agency with appropriate authority such as their supervisor.

Sanctions and criminal penalties 

Unauthorised disclosure of official information may breach the Code of Conduct and result in sanctions under the PS Act. It may also breach s. 70 of the Crimes Act, which makes it an offence for a Commonwealth officer to publish or communicate any fact, or document (except where authorised to do so) which comes into his or her knowledge or possession, and which it is his or her duty not to disclose. Section 3 of the Crimes Act provides an extended definition of a Commonwealth officer, which has the effect of extending s. 70 to persons performing services for or on behalf of the Commonwealth. Such a disclosure is an offence with a maximum penalty of two years imprisonment.

Disclosure of information by former APS employees and contractors 

The Crimes Act prohibits a former Commonwealth officer from making an unauthorised disclosure of information that was protected at the time he or she ceased employment with the Commonwealth (subsection 70(2)). Such a disclosure is an offence under the Crimes Act, with a maximum penalty of two years imprisonment.

Using information 

APS employees must not make improper use of information obtained in their official capacity in order to gain, or seek to gain, a benefit or advantage for themselves or others. This includes information about a company that may enable employees to speculate on the stock market. It also includes information about a tender exercise which could unfairly advantage a person, such as a friend or a relative, who is tendering for a contract (see also Chapter 6: Working with the private sector and other stakeholders).

Employees must not obtain, access or use unauthorised information about another person such as taxation or Centrelink records. The Criminal Code makes it an offence for a Commonwealth officer15 to use official information to dishonestly obtain a benefit for them or another person or dishonestly cause detriment to another person (paragraph 142.2(1)). The same provisions apply to former Commonwealth public officials. The offence attracts a maximum of five years imprisonment.

Public access to official information 

The public can access official information under the FOI and Archives Acts. Under the Privacy Act individuals can access information about themselves.

The FOI Act allows the public access to most government-held documents, including electronic material, unless one of the exemptions in the FOI Act is applied to the document. There is no need for the person requesting the information to establish a ‘need to know’.

There are some categories of documents which are exempted from the operation of the FOI Act. For example, documents that originate from certain intelligence and security agencies are exempt, and documents may be exempt if disclosure may damage national security or the legitimate interests of an individual or corporation.

APS employees frequently disclose information and documents held by their agencies in response to requests from the public. Some agencies have identified types of information that may be disclosed through less formal means than FOI requests. The FOI Act encourages this. Protection provided by the FOI Act (ss.91 & 92) does not apply when information is disclosed outside the Act. The FOI Act requires most government agencies to publish information about:

· their operations and powers 

· the manuals and other documents they use to make decisions or recommendations that affect the public. 

Under the Privacy Act, Commonwealth agencies are required to maintain a description of records containing personal information, their purpose, who has access to the records and how persons may obtain access, and the length of time the record is kept. The information must be available to the public. Each year the Federal Privacy Commissioner updates the Personal Information Digest on the basis of information provided by agencies covered by the Privacy Act.

Also, the Senate Continuing Order No. 6 requires agencies to publish, on their Internet homepage, a list of files they create.

The Archives Act allows public access to Commonwealth records that are more than 30 years old. Exemptions may be granted if disclosure of information might damage a restricted range of government interests such as defence, security, international relations, financial and property interests of the Commonwealth or the personal affairs of individuals.

Protecting official information 

Most agencies hold information that is confidential and/or security classified. Agencies usually store paper records in a secure place and restrict access to electronic records.

Agencies may wish to consider what additional qualities a person may need to have when selecting those who will access confidential or security classified information. This may include a security assessment. The type of security assessment needed will depend on the information accessed and duties undertaken. Agencies should advise potential job applicants in advance about the need for a security clearance.

Information about protection of official information and assets can be found in the PSM, issued by the Attorney-General’s Department.

Employees should keep official records and papers in good condition, as they are crucial to the work of government. The Archives Act sets out how to dispose of official records, including electronic records. Penalties may apply to the unauthorised destruction, damage or disposal of Commonwealth records.

Reporting and protection against liability 

APS employees may be required to prepare a report on another person and may be concerned about being sued for defamation. Under common law, unless the report was malicious or communicated more widely than necessary, defamation action would probably not succeed. State or Territory legislation may also be relevant.

Reports about others should be open, honest and written without malice. Only relevant information should be disclosed, on a ‘need-to-know’ basis.

Making public comment 

APS employees have the same right to freedom of expression as other members of the community, subject to legitimate public interests, such as the maintenance of an impartial and effective public service in which the community can have confidence.

The term ‘public comment’ is used broadly, and includes comment made on current affairs 

· at public speaking engagements

· during radio or television interviews

· on the internet (including blogs, social networking sites and other online media that allow user participation and interaction)

· in letters to the press

· in books or notices

· in academic or professional journals

· in other forums where the comment is intended for, or may be accessed by, the community. 

Different roles

Broadly speaking, APS employees make public comment in two capacities: official and unofficial.

Making comment in an official capacity 

Some APS employees, as part of their official duties, provide comment to the media and others in the community about agency activities and government programmes. Sometimes they are required to respond to criticism, such as about a lack of probity or competence in their agency. 

APS employees may also be called upon to act as the public face of their agency, or to explain the operations of particular government policies. This might occur, for example, in meetings with, or presentations to, members of the public and/or agency stakeholders; by providing comment to the media; or through participation in, or moderation of, official online forums. 

When making comment in an official capacity, employees remain bound by the APS Values and Code of Conduct, including the duty under Public Service Regulation 2.1 not to disclose certain information without authority, and are also required to abide by their agencies’ policies relating to clearance of material for public release. 

Agencies may find it useful to develop policies on the application of the APS Values and Code of Conduct to the specific types of public comment that their employees are expected to make in their official roles. It is important that such policies reflect:

· the apolitical character of the APS. The role of APS employees in referring to government policy is to help to explain it, or to provide information about its implementation—rather than to promote or ‘market’ a policy or initiative (see also  Chapter 5: Involvement of public servants in public information and awareness initiatives)

· the requirement for all APS employees to act honestly, professionally, and with respect and courtesy.

The role of statutory office holders may be less clear and will need to be considered on a case-by-case basis, having regard to any requirements of the statute(s) establishing their office. While statutory office holders who are agency heads are bound by the Code of Conduct in the same way as any other agency head, statutory officers who are not agency heads (e.g. members of certain tribunals) are bound by it only in certain circumstances (Public Service Regulation 2.2 sets these out).

Some statutory office holders have responsibility for promoting good practice in particular fields, or protecting the interests of individuals or groups. Statutory office holders should have regard to the extent to which their functions properly permit public comment, and, in making any such comment, should be careful to avoid taking partisan positions. 

Making comment in an unofficial capacity

Outside the role of their APS employment, employees may wish to make public comment in a professional or a private capacity.

· Professional. Some employees are subject matter experts in fields that may relate to their APS employment—or which may be wholly separate from it—and might make comment in that capacity. For example, an APS employee who is a scientist might publish in academic journals, or speak at professional conferences, in their own time and outside their APS role.

In such cases, it is important for the employee to notify their manager of any comment that they propose to make in their ‘expert’ role that might reasonably reflect on their APS employment. This would need to be considered in light of the agency’s policies and the APS Values and Code of Conduct. It is important that the employee also make it clear, when making public comment in this role, that they are not representing their agency or the Government.

Agencies and employees need to manage situations where the relationship between the employee’s professional interests and their APS employment may create ambiguity about the capacity in which the employee’s comments are being made. In exceptional circumstances an agency may need to direct the employee to avoid making comment.

· Private. APS employees may generally make public comment in a private capacity, so long as they make it clear they are expressing their own views.

In either case, employees should have regard to the general principles set out below. 

Making public comment in an unofficial capacity—general principles

The Code of Conduct requires APS employees to behave at all times ‘in a way that upholds the APS Values and the integrity and good reputation of the APS’—section 13(11) of the Public Service Act 1999 (the PS Act). When APS employees are making public comment in an unofficial capacity, it is not appropriate for them to make comment that is, or could be perceived to be:

· being made on behalf of their agency or the Government, rather than an expression of a personal view 

· compromising the  APS employee’s capacity to fulfil their duties in an unbiased manner. This applies particularly where comment is made about policies and programmes of the employee’s agency

· so harsh or extreme in its criticism of the Government, a member of parliament from another political party, or their respective policies, that it raises questions about the APS employee’s capacity to work professionally, efficiently or impartially. Such comment does not have to relate to the employee’s area of work

· so strong in its criticism of an agency’s administration that it could seriously disrupt the workplace. APS employees are encouraged instead to resolve concerns by informal discussion with a manager or by using internal dispute resolution mechanisms, including the APS whistleblowing scheme if appropriate 

· a gratuitous personal attack that might reasonably be perceived to be connected with their employment

· unreasonable criticism of an agency’s clients and other stakeholders

· compromising public confidence in the agency or the APS. 

At all times, APS employees must be mindful of the requirements set out in Public Service Regulation 2.1 concerning the disclosure of information.

Because of their position, senior APS employees in particular should carefully consider the impact of any comments they make. Senior Executive Service (SES) employees have a special responsibility under section 35 of the PS Act to promote the APS Values and compliance with the Code of Conduct, by personal example and other appropriate means within their own agencies. SES employees within each agency are also part of a collective leadership group that extends across the APS. Because of the influence that SES employees carry with stakeholders, and because they are likely to be required to advise on or lead the implementation of government policies and programmes, SES employees should be particularly careful when making public comment. The role of SES employees provides more scope for conflict, real or perceived, between a personal view and:

· the ability to fulfil current and potential duties in an apolitical, impartial and professional manner 

· the ability to be responsive to the Government. 

It is quite acceptable for APS employees to take part in the political life of their communities. The APS Values stipulate that the APS is, among other things, ‘apolitical, performing its functions in an impartial and professional manner’, but this does not mean that APS employees must be apolitical in their private affairs. Rather, it means that employees should avoid behaving in a way that suggests they cannot act apolitically or impartially in their work. 

Similarly, APS employees are entitled to participate in union activities. The APS Values and Code of Conduct apply to these activities in the same way as they apply to all other activities of APS employees, including making public comment. (See also Chapter 15: APS employees as citizens.) 

When considering making comment in an unofficial capacity, employees might wish to reflect on the following questions:

· Could the comments reasonably be expected to cause the agency’s clients and other stakeholders, including members of Parliament—whether members of the Government, the Opposition, independents, or other parties—to lose confidence in the employee’s ability to work in an impartial and professional manner?

· Would comment of this kind, without proper justification, be likely to lower or undermine the reputation of the individual agency or of the APS as a whole?

· Are these comments in line with how the community in general expects the public service to operate and behave?

· Are these comments lawful? For example, do they comply with anti-discrimination legislation and laws relating to defamation?

Inappropriate public comment by APS employees may result in sanctions under the PS Act.

Participating online

General principles

In May 2010 the Government provided its response to the Final Report of the Gov 2.0 Taskforce, Engage: Getting on with Government 2.0. The Government agreed to the report’s central recommendation—a ‘declaration of open government’—which stated, in part: 

online engagement by public servants, involving robust professional discussion as part of their duties or as private citizens, benefits their agencies, their professional development, those with whom they are engaged and the Australian public. This engagement should be enabled and encouraged.

Making public comment online is becoming increasingly common for APS employees—in official, professional, and private capacities. Employees may make public comment on, for example, blogs, social networking sites, microblogging sites, and online news sites. The same principles apply to online comment as to any other kind of public comment—as do the APS Values and Code of Conduct.

However, there are some additional considerations that apply to online participation. The speed and reach of online communication means that comments posted online are available immediately to a wide audience. Material online effectively lasts forever, may be replicated endlessly, and may be sent to recipients who were never expected to see it, or who may view it out of context. 

The APS Values and Code of Conduct, including Public Service Regulation 2.1, apply to using online media in the same way as when participating in any other public forum. The requirements include: 

· behaving with respect and courtesy, and without harassment 

· dealing appropriately with information, recognising that some information needs to remain confidential 

· delivering services fairly, effectively, impartially and courteously to the Australian public 

· being sensitive to the diversity of the Australian public 

· taking reasonable steps to avoid conflicts of interest 

· making proper use of Commonwealth resources 

· upholding the APS Values and the integrity and good reputation of the APS

· not acting in a way that would call into question the APS employee’s ability to be apolitical, impartial and professional in the performance of their duties.

APS employees need to ensure that they fully understand the APS Values and Code of Conduct and how they apply to official and unofficial communications. If in doubt, they should consider carefully whether to comment and what to say; consult their agency’s policies; seek advice from someone in authority in their agency; or consult the Ethics Advisory Service in the Australian Public Service Commission.

Commenting online in an official capacity

Web 2.0 provides public servants with unprecedented opportunities to assist the Government to open up government decision making and implementation to contributions from the community.

Many agencies use social media to engage with the communities they serve. Agencies may wish to provide guidance, training and support for employees on how to communicate appropriately in such forums, including any rules or policies about representing their agency online (for example, whether employees must identify themselves and their agency when participating online in the course of their work). 

Participating online in an official capacity may generate Commonwealth records which must be managed appropriately.  Advice from the National Archives of Australia on social media and records management is available.

Commenting online in an unofficial capacity

From time to time, APS employees may seek to participate robustly, like other members of the Australian community, in policy conversations. 

The principles that apply to employees making any unofficial public comment also apply to such comment made online. There are some additional considerations, though, to bear in mind.

Any information an APS employee posts online relating to their employment (such as naming their employer or describing their role) is able to be located easily and quickly by a search engine, and this information may be taken out of context. 

APS employees must still uphold the APS Values and Code of Conduct even when material is posted anonymously, or using an ‘alias’ or pseudonym, and should bear in mind that even if they do not identify themselves online as an APS employee or an employee of their agency, they could nonetheless be recognised as such. 

Employees should not rely on a site’s security settings for a guarantee of privacy, as material posted in a relatively secure setting can still be copied and reproduced elsewhere. Further, comments posted on one site can also be used on others under the terms and conditions of many social media sites. 

As a rule of thumb, irrespective of the forum, anyone who posts material online should make an assumption that at some point their identity and the nature of their employment will be revealed.  

Social media websites are public forums. Inappropriate public comment on such sites could put employees at risk of breaching the Code of Conduct. If employees have concerns relating to an agency, they can seek advice within the agency or from the Ethics Advisory Service about appropriate avenues for raising these.

Agency guidance

Agencies may wish to develop policies, guidance, or training on:

· appropriate use of ICT resources in the workplace (including appropriate use of work email, and appropriate use of personal technology, such as smartphones, in work time)

· how to represent the agency online in an official capacity. The Australian Government Information Management Office (AGIMO) Web Publishing Guide helps Australian Government agencies to manage their websites and to identify their legal and policy obligations. The Guide includes a ‘Government 2.0 Primer’ which provides advice on using Web 2.0 technologies.

Agencies may wish to review their induction programmes to include guidance on appropriate use of social media in discussion of the broader topic of conflict of interest.

Agencies may also wish to consider how they gather and use publicly available information about their employees and prospective employees, and reflect this in their policies, including recruitment policies—consistent with the requirements of the PS Act framework.

It may be particularly helpful for agencies to workshop scenarios around some of the areas of uncertainty that arise for employees in deciding whether and how to participate online, in the performance of their duties or otherwise, consistent with the PS Act framework and these guidelines. The Commission’s ‘REFLECT’ decision making model is a useful tool for assisting public servants to resolve these ‘grey’ areas. 

Providing information to Parliamentary Committees of Inquiry and Royal Commissions in a private capacity 

The Department of the Prime Minister and Cabinet’s Government Guidelines for Official Witnesses before Parliamentary Committees and Related Matters may assist APS employees providing information to Members of Parliament. These guidelines highlight the requirement for officials to provide full and accurate information to the Parliament and the factual and technical background to policies and their administration.

APS employees may choose to submit information to, or appear as a witness before, a parliamentary committee of inquiry or a royal commission in a private capacity. Agencies cannot restrict employees from doing this. The above guidelines note the possible impact of any comment made by APS employees in a personal rather than an official capacity. 

An APS employee who is providing information in a private capacity should make it clear that they are not speaking on behalf of the Government or any agency. The APS employee must not communicate information in a way that implies their private views are those of the agency, such as using official letterhead.

Before submitting information in a private capacity, APS employees should be aware of the legislation that restricts the disclosure and use of official information. The restrictions may provide grounds for the employee not to disclose certain information.

Recordkeeping 

Over the past few decades, recordkeeping in the APS has been influenced by an increase in public scrutiny through administrative law reform and parliamentary oversight, and increased emphasis on achieving results. Technology has also had a major impact on recordkeeping practices.

Although there has been an increase in the transparency of recordkeeping, a number of organisations have raised concern about the quality of recordkeeping:

· the Australian National Audit Office (ANAO) in its reports Recordkeeping (Audit Report 45 of 2001-02) and Recordkeeping including the management of electronic records (Audit Report 6 of 2006-07) 

· the Australian Law Reform Commission in its 1998 review of the Archives Act 

· parliamentary committees, including the 2002 Report of the Inquiry into a Certain Maritime Incident 

· the Management Advisory Committee, in its report Note for file: A report on recordkeeping in the Australian Public Service (2007). 

The Auditor-General acknowledges the need for good judgement in his report on Magnetic Resonance Imaging Services (Audit Report 42 of 1999-2000):

· The level and standard of documentation considered necessary to support an administrative process is always a matter of judgement for management as part of an organisation’s control environment. Nevertheless documentation is important for an agency to: 

· demonstrate it has taken all reasonable steps to identify and manage risks 

· provide assurance to management that the administrative processes are adequate and have integrity 

· record significant events and decisions 

· be able to review its decisions and processes thereby identifying strengths and weaknesses in the process, drawing out lessons for the future 

· in some circumstances provide support for the Commonwealth’s position in the event of a legal challenge 

· meet accountability obligations to the Government, Parliament and other stakeholders. 

The level and standard of documentation needs to match the circumstances. However, it would be expected that both the level and standard of documentation would increase as the consequences of decisions and actions increases.

While it is not necessary to record every meeting, prepare file notes of every conversation or retain all emails, it is important to record and to maintain in an accessible form:

· significant decisions by Ministers, and the basis for them including advice on options and risks 

· programme decisions, including decisions affecting individuals or individual businesses that may be subject to administrative review, together with the basis for the decisions and the authority for making the decision 

· significant events, including meetings and discussions with Ministers or stakeholders or members of the public which may be significant in terms of policy or programme decision making. 

The National Archives of Australia advises17 that:

The creation, maintenance and accessibility of Commonwealth records are not only essential for the conduct of Commonwealth administration but also:

· assist the Government and the public to scrutinise the decisions and activities of Commonwealth institutions; 

· allow the community to retain and transfer knowledge, learn from past experience, and protect the interests of Australians collectively and individually; and 

· help satisfy people’s interest in the decisions and actions of Government that affected their and previous generations’ lives or shaped the development of Australia. 

Commonwealth records, therefore, have the potential to benefit the Government and the community in a variety of ways.

Decisions about the need for records, including retention periods, are made with reference to:

· business needs; 

· the requirements of organisational accountability; and 

· community expectations. 

The Management Advisory Committee report, Note for file, reinforces the importance of good recordkeeping to sound governance:

Good recordkeeping is a necessary element of good governance. Good recordkeeping supports efficiency and accountability through the creation, management and retention of meaningful, accurate, reliable, accessible and durable records of important government activities and decisions.

Good records are necessary for government to keep track of what it has done, so that future activities can be examined on the basis of a comprehensive and accurate knowledge of what has occurred and what has been decided in the past.

Retaining the corporate memory of government, in the form of records, helps public servants perform their duties efficiently, effectively and ethically, and ensures that we maintain audit trails necessary for public accountability and transparency.

The pace of modern business has increased the use of personal diaries to record discussions, and remind the employee about events or tasks to be performed. These diaries should not replace records that should be accessible to others. Employees using diaries should consider, on a regular basis, whether decisions or discussions that are recorded are significant enough to warrant a file note. It is also good practice to draft a file note after a significant meeting, which may need to be endorsed by others who were present.

While it is important to maintain a focus on accuracy, judgements need to be made about the level of detail and the style and presentation of documents. APS employees should consider the need to be professional and responsive (providing ‘frank, honest, comprehensive, accurate and timely advice’). When preparing records employees should ensure the record accurately reflects the advice given, any decision taken and the authority for the decision.

Technology has impacted on recordkeeping practices, including difficulties in linking electronic and paper records, and the pressure for fast communications and timely decisions. Yet technology also offers opportunities for more efficient, reliable and accessible recordkeeping, as demonstrated by online information provision and e‑based decision making in many larger organisations.

To assist agencies to systematically manage records, the National Archives has released an extensive range of recordkeeping standards, policies, tools and guidelines for the Commonwealth. This is available on the Archives’ website at National Archives of Australia – Records Management.

 

13 Finn J noted in Bennett v President, Human Rights and Equal Opportunity Commission (2003) FCA 1433 that in some public service settings case law has emphasised the distinctive employment requirement of loyalty to the Crown (i.e. to the government of the day)

14 Although the regulation focuses on the present, successive governments have accepted the convention that Ministers do not seek access to documents recording the deliberations of Ministers in previous governments (see also Guidance on Caretaker Conventions issued by the Department of the Prime Minister and Cabinet)

15 The definition of a Commonwealth public official in the Criminal Code extends to contracted service providers for a Commonwealth contract, and their officers and employees

16 The Commission’s decision making tool REFLECT provides a framework for APS employees to work through ethical issues. 

17 National Archives of Australia 2003, Why records are kept: Directions in appraisal
Chapter 4: Managing personal information

Relevant elements of the Values, Code of Conduct and Regulations



APS Values

· The APS is openly accountable for its actions, within the framework of Ministerial responsibilities to the government, the Parliament and the Australian public. 

APS Code of Conduct

· An APS employee must act with care and diligence in the course of APS employment. 

· An APS employee, when acting in the course of APS employment, must comply with all applicable Australian laws. 

· An APS employee must maintain appropriate confidentiality about dealings that the employee has with any Minister or Minister's member of staff. 

· An APS employee must not make improper use of: (a) inside information, or (b) the employee's duties, status, power or authority in order to gain, or seek to gain, an advantage for the employee or for any other person. 

· An APS employee must comply with any other conduct requirement that is prescribed by the regulations. 

Public Service regulations

2.1

1. This regulation is made for subsection 13 (13) of the Act. 

2. This regulation does not affect other restrictions on the disclosure of information. 

3. An APS employee must not disclose information which the APS employee obtains or generates in connection with the APS employee’s employment if it is reasonably foreseeable that the disclosure could be prejudicial to the effective working of government, including the formulation or implementation of policies or programs. 

4. An APS employee must not disclose information which the APS employee obtains or generates in connection with the APS employee’s employment if the information: 

1. (a) was, or is to be, communicated in confidence within the government; or 

2. (b) was received in confidence by the government from a person or persons outside the government; 

· whether or not the disclosure would found an action for breach of confidence. 

5. Subregulations (3) and (4) do not prevent a disclosure of information by an APS employee if: 

a. the information is disclosed in the course of the APS employee’s duties; or 

b. the information is disclosed in accordance with an authorisation given by an Agency Head; or 

c. the disclosure is otherwise authorised by law; or 

d. the information that is disclosed: 

i. is already in the public domain as the result of a disclosure of information that is lawful under these Regulations or another law; and 

ii. can be disclosed without disclosing, expressly or by implication, other information to which subregulation (3) or (4) applies. 

6. Subregulations (3) and (4) do not limit the authority of an Agency Head to give lawful and reasonable directions in relation to the disclosure of information. 

Note Under section 70 of the Crimes Act 1914, it is an offence for an APS employee to publish or communicate any fact or document which comes to the employee's knowledge, or into the employee's possession, by virtue of being a Commonwealth officer, and which it is the employee's duty not to disclose.



The principal legislation governing the management and use of personal information is the Privacy Act 1988 and the Freedom of Information Act 1982 (FOI Act).

Section 6 of the Privacy Act defines personal information to mean:

…information or an opinion (including information or an opinion forming part of a database), whether true or not, and whether recorded in a material form or not, about an individual whose identity is apparent, or can reasonably be ascertained, from the information or opinion.

The APS holds substantial personal information about the public and APS employees. Under the FOI and Privacy Acts personnel information about APS employees qualifies as personal information.

Some personal information is confidential and/or sensitive. Unauthorised disclosure of information could result in embarrassment, disadvantage and even physical harm.

An FOI applicant is entitled to any information that is not exempt from disclosure under that Act. It may sometimes be appropriate to disclose personal information under FOI. Decisions about whether information should be disclosed will depend on the competing public interests of disclosure and non-disclosure and the facts and circumstances of the case.

Privacy

The Privacy Act establishes processes for the management of personal information including its collection, storage and security, access and correction, use and disclosure. The Privacy Act (section 14) sets out the Information Privacy Principles (IPPs) that govern the way agencies manage personal information. Below is a brief overview of the requirements of the IPPs.

Under the IPPs, personal information is collected for a particular purpose and its use and disclosure is restricted to that purpose (although the Act does contain exceptions). For example, information collected by Centrelink about their clients cannot be disclosed to Medicare Australia or the Department of Immigration and Citizenship unless one of the exemptions in the Privacy Act provides for this.

The IPPs require APS employees to secure records against loss and unauthorised access, use, modification, disclosure or other misuse.

Individuals are entitled to access records of personal information about them, except where access to documents is limited by any Commonwealth law.

Agencies must take all reasonable steps to ensure the personal information is accurate, up-to-date, complete, not misleading and relevant to the purpose for which it was collected and used.

The Privacy Act regulates the use and disclosure of tax file numbers. The Data-matching Program (Assistance and Tax) Act 1990 establishes privacy standards governing the conduct of certain data-matching programs in Commonwealth administration.

The Privacy Commissioner also has functions under the spent convictions scheme under Part VIIC of the Crimes Act 1914, which regulates the use and disclosure of information about spent minor convictions.

Breaches of privacy

A person who believes an agency has interfered with their privacy should first write to the agency about their complaint. If they are not satisfied with the outcome of the agency's investigation, they can complain to the Privacy Commissioner. The Privacy Commissioner can obtain information and documents, examine witnesses and compel people to attend conferences. Once the investigation is complete, the Privacy Commissioner encourages the complainant and respondent to conciliate. If the matter cannot be conciliated, the Privacy Commissioner can determine there has been interference with the complainant's privacy, and can make various determinations, including compensation. The Privacy Commissioner's determinations are enforceable including by order of the Federal Court of Australia.

Freedom of information

The FOI Act allows the public access to documents held by agencies. A person may apply to obtain personal information about themselves, and in certain circumstances, about others. Such disclosure of personal information is broadly consistent with the Privacy Act, as that disclosure will usually fit within the exception contained in IPP 11(1)(d). While the Privacy Act is thus no general bar to disclosure of personal information under the FOI Act, this is a complex area, and further advice should be sought if needed. FOI and Privacy Contact Officers within the agency should be consulted in the first instance.

Other laws

Other legislation governs the management of personal information including the Crimes Act and the Archives Act.

Although legislative sanctions apply to the inappropriate disclosure of personal information, the FOI Act provides APS employees with immunity against certain actions where they disclose information under that Act in good faith.

Personal information may be disclosed through other legislation such as the Safety, Rehabilitation and Compensation Act 1988, or in accordance with agency-specific guidelines.

Some legislation includes confidentiality and secrecy provisions, which authorise or require agencies to refuse access to certain records containing personal information. An application could still be made under the FOI Act which may allow access.

Code of Conduct investigations

There may be situations, such as during the course of a Code of Conduct investigation, where agencies may wish to disclose information to another party, including the complainant or another agency to which an employee moves. Any disclosure of information should be consistent with the IPPs.

Circulars 2007/2 and 2008/3 issued by the Australian Public Service Commission provide further advice on disclosing information relating to Code of Conduct investigations to other agencies and to complainants.

Chapter 5: Involvement of public servants in public information and awareness initiatives 

Relevant Values and Elements of the Code of Conduct



APS Values

· The Australian Public Service is apolitical, performing its functions in an impartial and professional manner. 

· The Australian Public Service is responsive to the Government in providing frank, honest, comprehensive, accurate and timely advice and in implementing the Government's policies and programmes. 

· The Australian Public Service delivers services fairly, effectively, impartially and courteously to the Australian public and is sensitive to the diversity of the Australian public. 

APS Code of Conduct 

· An APS employee must use Commonwealth resources in a proper manner. 

· An APS employee must at all times behave in a way that upholds the APS Values and the integrity and good reputation of the APS. 



The purpose of this chapter is to set out the ethical issues that need to be taken into consideration when public servants, including agency heads, become involved, in their official capacity, in helping to explain and implement Government policies and programmes.

The chapter also implements the Government’s policy commitment not to use public servants in government advertising unless that role is essential in the communication of an important message on an issue such as public health or similar.

The Department of Finance and Deregulation publication Guidelines on Campaign Advertising by Australian Government Departments and Government Agencies was released in June 2008 and sets out broader Government policy on the content of public information and awareness campaigns.

While it is the responsibility of individual agencies to develop strategies that most effectively explain and implement the policies and programmes of the Government of the day, any perception of politicisation or bias in these strategies can affect the reputation of the APS as a whole. These guidelines provide a framework for a consistent approach to managing public information and awareness initiatives.

The broad legislative and policy basis

Australian public servants have a legitimate role in helping to explain to the Australian community how Government policy decisions and initiatives will be implemented, how they will operate and how they will affect rights, entitlements and responsibilities.

The nature of and limits to this role are defined by two interrelated sets of principles:

· the particular relationship with, and division of responsibilities between, Ministers and public servants under our system of government, and 

· the APS Values set out on the Public Service Act 1999. 

There are several guides that set out the different responsibilities of Ministers and public servants and how they should work together.

The Government’s Standards of Ministerial Ethics, which replaces Chapter 5 of the Guide on Key Elements of Ministerial Responsibility (the Guide) (last issued in 1998), emphasises that Ministers must accept accountability for the exercise of their powers and the functions of their office. The Guide is being revised.

If such a request were ever made of a public servant by a Minister or his/her staff, the public servant must refuse. This is a legal obligation deriving from sections 10 and 13 of the Public Service Act 1999, which set out the APS Values and the APS Code of Conduct respectively.

The Australian Public Service Commission’s 2006 publication Supporting Ministers, Upholding the Values17 details the principles underpinning the relationship between Ministers and public servants. As this publication makes clear, it is the responsibility of:

· the Government and its Ministers to make a policy decision and to explain why that decision has been made 

· public servants to help implement that policy and explain to stakeholders what the policy involves and how it will operate. 

Three key APS Values, set out in section 10 of the Public Service Act, underpin this relationship:

· s. 10(a): the Australian Public Service is apolitical, performing its functions in an impartial and professional manner 

· s. 10 (e): the Australian Public Service is responsive to the Government in providing frank, honest, comprehensive, accurate and timely advice and in implementing the Government's policies and programs 

· s. 10(f): the Australian Public Service delivers services fairly, effectively, impartially and courteously to the Australian public and is sensitive to the diversity of the Australian public. 

The APS Values mean that public servants should not become involved in any official capacity with promoting or commenting on a Government policy. Similarly, public servants should not in any official capacity criticise or comment on the policies of the Opposition or other political organisations18. Agency resources are not to be used to support political campaigns.

But these Values also mean that public servants have a duty to effectively, professionally and proactively explain and implement Government policies and programmes and to ensure that the community fully understands how these policies and programmes will operate and what their rights, entitlements and obligations might be.

What does this mean in practice?

The issue of what might or what might not appear to be political may vary in different circumstances and agencies and individual public servants will need to be aware of and manage certain risks.

Public information activities that might involve public servants fall into two basic categories:

· explaining Government policies and programmes, and 

· public information promotion. 

These guidelines make a basic distinction between these two types of public information activity. Provided that it is managed properly, helping to explain Government policies and programmes is a core responsibility of public servants. However, proposals for active involvement by public servants in publicity campaigns for Government initiatives can raise perceptions of bias and need to be considered very carefully.

Explaining Government policies and programmes

The first of the public information activities is a more traditional public service role, involving helping to explain to the public and other stakeholders how new or ongoing Government policies and programmes are meant to work. Examples of this include:

· engaging directly with the public by working in call centres or ‘on the counter’ at Government shopfronts 

· speaking at public forums and engaging in public discussions 

· developing and appearing in written information material targeting the public such as Government leaflets, booklets and newsletters 

· responding to ministerial correspondence 

· participating in documentaries on aspects of APS work 

· contributing articles to non-government newspapers, magazines and journals 

· responding to media queries and participating in media interviews and discussions, including on radio and television 

· helping explain Government policies and programmes to audiences internationally and to other Australian jurisdictions. 

Agency guidelines

Agencies should have guidelines in place that cover public servants’ legitimate responsibilities to explain Government policies and programmes. Both managers and staff have a responsibility to be aware of their agency’s guidelines. Public servants need to make sure that they understand the agency’s procedures and managers must be able to help their staff work through issues that arise, bearing in mind that it will be necessary to exercise judgement in individual cases.

The nature and detail of guidelines put in place by agencies will depend on their own particular concerns and responsibilities, but they should cover:

· the agency’s particular interests in contributing to public information and awareness of the Government’s policies and programmes and any particular legal or ethical concerns that these interests involve 

· procedures for consulting senior managers about any proposed employee involvement in media and other public forums in their official capacity, including procedures for seeking approval where necessary 

· the role of managers in helping staff understand the professional, ethical and legal aspects of this issue. 

Agency guidelines may need to take into account new sources of electronic information and opinion. Some agencies may have an interest in using on-line sources such as ‘YouTube’, ‘MySpace’, chat rooms and blogs to explain and communicate Government policies and programmes to particular client groups, and agency guidelines would need to address the particular sensitivities of using these channels, including the need to balance speed of response with accuracy and impartiality and the need to avoid political comment in any on-line dialogue. Likewise, agencies involved in historical or scientific research may have a legitimate interest in contributing to or correcting information in on-line sources such as Wikipedia, while other agencies may see access to Wikipedia editing as a particular risk.

Agency guidelines should also cover areas that are likely to involve particular sensitivities. These areas are discussed below.

Information versus advocacy

Effective explanation of Government policies and programmes may involve both straight information and as well as comment designed to explain and highlight elements of this information. A key issue is the extent to which comment might be perceived as advocacy, and this will require judgement in individual cases. Again, the rule of thumb is that it is the Government’s responsibility to explain why a policy or programme decision has been taken and the public servant’s responsibility to explain what the decision means and how it will operate.

In practice, of course, this distinction may not be so clear cut, since an explanation of why a policy decision has been made may be integral to effectively explaining what it means and how it will operate. In such a case it is legitimate to refer to statements made by the Government [for example, “The Government has stated…”] but any other comment on the quality of or motives behind the decisions would clearly be partisan.

Proposed Government policies and programmes 

It may be necessary for public servants, including agency heads, to provide information to draw attention to a proposed Government policy or piece of legislation in order to canvass opinion or to prepare the community and stakeholders for change. While this activity is consistent with the roles and responsibilities of public servants, it is more likely to be politically sensitive than one involving policy or legislation that has already been announced or promulgated. Explanatory comment may be more likely to be perceived and accepted as neutral once the political decisions have been made, although once again judgements may depend on how politically controversial the issue has been.

Dealing with misinformation

An important element in implementing and explaining Government policies and programmes may be the need to counter community and stakeholder misconceptions. Care may need to be taken to ensure that attempts to correct these errors are not perceived as criticisms of the Opposition or of other stakeholders. In these circumstances, a statement of the facts in neutral language is less likely to be perceived as ‘political’ than a direct refutation of Opposition or other political stakeholder claims.

Responding to media enquiries

The risk to public servants who are approached directly by the media for comment on a particular issue is that they could be subject to aggressive or inappropriate questioning designed to elicit a response that is critical of Government or other political stakeholders. Agencies should have systems in place to address this.

The guidance and the good practice examples set out in Supporting Ministers, Upholding the Values on media issues provide a useful basis for handling media enquiries more generally. A useful strategy can involve:

· listing a single point of contact—a media spokesperson—for all media enquiries on agency documents and web sites 

· requiring all approaches to staff by the media to be referred immediately to the media spokesperson 

· having the media spokesperson responsible for deciding how the enquiry will be responded to, including whether: 

· the matter should be referred to the Minister’s Office because of its political nature 

· the media point of contact should respond on behalf of the agency (including “no comment”) 

· because of the importance of the inquiry or its technical nature, it should be handled by another public servant. 

Agencies should develop protocols for handling media enquiries which are understood by all staff.

Public information promotion

The second type of public information activity involves more proactive campaigns to publicise particular Government policy and programme initiatives. These campaigns normally involve television and radio advertising. Public servants, including agency heads, may decide to or be asked to participate in these campaigns because of perceptions that their expertise and authority can lend credibility.

Public information promotions are advertising campaigns designed to publicise and promote, as opposed simply to explain, a Government policy or programme. They can involve television, radio or print media as well as internet-based campaigns.

Public servant involvement in these types of campaigns involves a significant risk of perceptions of political bias. In particular:

· the distinction between information and advocacy is likely to become blurred significantly in a campaign to “sell” a particular Government policy or to correct public perceptions of that policy 

· the nature and format of electronic advertising, tending to focus on sound bites and image rather than detailed interpretation, also risks perceptions that the public servant is selling the policy or programme rather than objectively explaining it. 

The Government’s policy is not to use public servants in government advertising unless that role is essential in the communication of an important message in cases where there is a demonstrated public interest or public safety issue and where the involvement of the public servant can lend expertise and credibility, for example, a Chief Medical Officer warning of a pandemic or a security expert assessing a terrorist threat.

Agency heads who wish to use public servants on government advertising on public interest or public safety grounds must first seek the agreement of the Public Service Commissioner.

In brief

Public servants have a responsibility to help explain the implementation and operation of the policies and programmes of the Government of the day. Cooperation with and use of the media and other public forums can be very effective in helping to meet this responsibility. Agencies should put processes and structures in place to ensure that the risk of perception of political bias can be identified and managed.

On the other hand, public servants, including agency heads, should avoid involvement in Government policy publicity campaigns unless there is a demonstrated public interest.

The Australian Public Service Commission can provide advice and assistance on the ethical and legislative framework covering the roles and responsibilities of public servants in public information and awareness initiatives. More complex or difficult cases should be considered by the agency head, who may wish to consult with the Public Service Commissioner. As indicated above, however, any proposal to use a public servant in a Government television, radio, print media or internet-based campaign must be agreed by the Public Service Commissioner.

 

17 www.apsc.gov.au/publications06/supportingministers.htm

18 Guidance on APS employees making political comment in a private capacity is set out in Chapter 3: Managing official information

Section 2: Relationship with the public

Chapter 6: Working with the public

Relevant Values and elements of the Code of Conduct



APS Values

· The APS delivers services fairly, effectively, impartially and courteously to the Australian public and is sensitive to the diversity of the Australian public. 

APS Code of Conduct

· An APS employee must behave honestly and with integrity in the course of APS employment. 

· An APS employee must act with care and diligence in the course of APS employment. 

· An APS employee, when acting in the course of APS employment, must treat everyone with respect and courtesy, and without harassment. 

· An APS employee, when acting in the course of APS employment, must comply with all applicable Australian laws. 



APS employees must treat the public with respect and courtesy, and without harassment. They should provide reasonable assistance and help the public to understand their entitlements and obligations. But being responsive does not mean public servants can ignore the law or provide a benefit to which a person is not entitled. APS employees must administer the law fairly and equitably and provide responsive, efficient and effective services.

Fair decision making

Compliance with the law is a fundamental requirement of good decision making. The APS functions within an administrative law framework to ensure, among other things, that individuals and groups within the community receive fair and equitable treatment. One of the aims of this framework is to ensure that administrative decisions are correct, in the sense that they are made according to the law (and any guidelines and directions deriving from it), and preferable, in the sense that the best decision is made on the facts if there is a range of outcomes that are lawfully correct. Decision makers should also be able to demonstrate that their decisions are 'fair and reasonable' in the circumstances19, that the powers they exercise are properly authorised and used appropriately, that procedural fairness has been observed and they are able to provide reasons to explain and justify their decisions, ensuring fairness, transparency, consistency and accountability.

This administrative law framework, which applies across all sectors of employment, includes the:

· Racial Discrimination Act 1975 

· Sex Discrimination Act 1984 

· Disability Discrimination Act 1992 

· Human Rights and Equal Opportunity Commission Act 1986 

· Age Discrimination Act 2004 

In addition, APS Agencies generally are subject to the:

· Freedom of Information Act 1982 

· Privacy Act 1988 

· Administrative Appeals Tribunal Act 1975 

· Administrative Decisions (Judicial Review) Act 1977 

· Ombudsman Act 1976 

Matters dealt with can be subject to the scrutiny of the Ombudsman and the Australian Human Rights Commission, the Privacy Commissioner, the Federal Court and the Administrative Appeals Tribunal. Decision makers should also have regard to case law and may need, in certain circumstances, to have regard to a number of international conventions.

Acting according to the law

The law can be complex. The work of some public servants may be subject to many different acts, regulations, statutory directions, and so on. Nevertheless, employees should ensure they know about and understand the laws that apply to them. When exercising statutory authority, they should take care that legislation authorises the decision, they have authority to make the decision and they understand any procedures that are required by law in making the decision. If the action taken or decision made does not meet these tests, it may be invalid. This will be particularly important if a person is aggrieved by the decision and seeks to have the decision reviewed. This could occur before the Administrative Appeals Tribunal, the Federal Court, the Ombudsman or a specialist review body in the portfolio concerned.

Properly exercising powers

One of the ways in which APS employees contribute to the proper functioning of government is by exercising discretion, both in the management of programmes and in deciding individual cases. These decisions may affect the rights and entitlements of people in the community or other APS employees.

When making decisions, APS employees must act in accordance with the law, including the APS Values and Code of Conduct, and with any government policy and decisions. If a conflict arises between government policy, agency guidelines and the law, the law prevails (see Green v Daniels (1997) 51 ALJR 463). When a decision involves expenditure of public money, a public servant working with the Commonwealth itself must ensure they comply with the requirements of the Financial Management and Accountability Act 1997. An APS employee working in a separate legal and financial entity must ensure that expenditure decisions comply with the legislation applicable to that body as well as the Commonwealth Authorities and Corporations Act 1997.

Often an individual APS employee may be the only person fully aware of the wide range of factors relevant to a judgement about the local management of a programme or a decision about an individual case. In these circumstances, particularly careful judgement must be exercised.

APS employees should be aware of their obligations under the AD(JR) Act. Section 6 (2) of the Act identifies a number of improper uses of powers that should be avoided. When making a decision under an enactment, decision makers, including public servants, must not:

· take account of an irrelevant consideration in exercising a power 

· fail to take account of a relevant consideration in exercising a power 

· exercise a power for purposes other than that for which it was conferred 

· exercise a discretionary power in bad faith 

· exercise a discretionary power at the direction of another person 

· exercise a discretionary power in accordance with a rule or policy without regard to the merits of the particular case 

· exercise a power that is so unreasonable that no reasonable person could have so exercised the power 

· exercise a power in such a way that the result is uncertain, or 

· exercise a power in a way that constitutes abuse of power. 

Other useful references include:

· Legal Practice Briefing No. 74—Delegations, authorisations and the Carltona principle, issued by the Australian Government Solicitor, which examines the nature of powers of delegation and authority, and sets out the relevant principles. 

Establishing the facts

APS employees are expected to take all reasonable steps to ensure that decisions are based on fact. In some cases there will be a legal requirement that certain conditions be met before a particular decision can be made. In these circumstances employees should ensure that there is sufficient evidence that the condition has been met and that the evidence is correct.

It should be noted that the Information Privacy Principles in the Privacy Act require that the collection of personal information is fair and lawful and as far as is reasonably possible, is kept accurate, up-to-date and complete.

The Freedom of Information Act allows a person to have incorrect or misleading personal information corrected.

Sensitive use of intrusive powers

Some agencies have legal powers of entry, search and seizure, or powers to compel people to produce documents or attend as witnesses. APS employees who have these powers must take the utmost care to ensure that they are not using them unnecessarily or arbitrarily. They should also take particular care to behave with sensitivity and minimise the intrusion caused. Special care should also be taken to ensure fairness in the use of information obtained.

Procedural fairness

Procedural fairness requires public servants to make reasonable, fair, just and transparent decisions. The three principles of procedural fairness are the hearing rule, the bias rule and the evidence rule. These principles require that:

· a person whose interests will be adversely affected by a decision is given an opportunity to be heard and to hear the case against them 

· the decision is made by the decision-maker without bias or the appearance of bias 

· there must be facts or information to support findings. 

The application of procedural fairness may vary, depending on the particular case or statute.

Explaining the reasons for decisions

The responsibility to make fair and equitable decisions is complemented by an expectation that APS employees will be reasonable and consider only the merits of the case in making decisions. These responsibilities are supported by section 13 of the AD(JR) Act which enables an aggrieved person to request a written statement explaining the basis and reasons for a decision made under an enactment (subject to various exemptions). Also, section 25D of the Acts Interpretation Act 1901 (AI Act) provides that where written reasons are required by an Act, the instrument giving the reasons must set out the findings on material questions of fact and refer to the evidence or other material on which those findings were based. A written record of decisions should be kept. The facts and evidence should be systematically recorded and should support the decision.

Providing good service

Service charters set out the standards of customer service and conduct that the public can expect from an agency. APS employees should ensure they read and understand their obligations under the relevant service charter. Charters may include commitments relating to processing times or to correspondence turnaround times. The reputation of the agency may be adversely affected if employees are not aware of, and do not make every effort to meet, such commitments. Measuring performance against the charter is essential if it is to be taken seriously and have practical impact. Feedback from customers about an agency's service charter also helps to ensure its currency and effectiveness.

Other avenues through which the quality of service an agency provides can be assessed include audits carried out by the Australian National Audit Office, matters raised with the Ombudsman or the Australian Human Rights Commission, inquiries by parliamentary committees, the Public Service Commissioner's State of the Service Report, customer complaint mechanisms put in place by individual agencies, client surveys and correspondence. All of these are valuable ways of finding out what people think of the work of the APS and should be used positively by APS employees.

Being prompt

The government and the community expect prompt and high-quality service from APS employees. It is important that their work contributes to maintaining these high standards.

Various pieces of legislation provide powers for investigating delays in the decisions of APS employees. The AD(JR) Act offers redress to people affected by delays in making decisions or the failure to make decisions. The Ombudsman Act 1976 provides for the investigation of delays by APS employees in making decisions that affect members of the public.

Meeting diverse needs

An awareness of, and sensitivity to, the diversity of the Australian community is important for the quality of advice, the quality of service provision and the appropriateness of decision making. It ensures different perspectives are brought to bear, and responsiveness to different client groups.

The Charter of Public Service in a Culturally Diverse Society, produced by the Department of Immigration and Citizenship, aims to ensure that Australian Government services meet the needs of people from diverse linguistic and cultural backgrounds so that they can participate fully in Australia's economic, social and cultural life. The charter includes a number of resources, including a Good Practice Guide for Culturally Responsive Government Services and information sheets. It is available from the Department’s website at http://www.immi.gov.au

APS employees should also make themselves familiar with any agency-specific instructions on dealing with the public.

Discrimination in the provision of services on the grounds of disability, sex, marital status, pregnancy, family responsibility, race, colour and national or ethnic origin is unlawful under the Disability Discrimination Act, the Sex Discrimination Act and the Racial Discrimination Act. Under these laws, APS employees are required to treat members of the public equitably regardless of factors such as sex, ethnic or national origin, race or disability.

Under the Human Rights and Equal Opportunity Commission Act, the President of the Australian Human Rights Commission has the function of investigating and conciliating complaints under the Racial Discrimination Act, the Sex Discrimination Act, the Age Discrimination Act and the Disability Discrimination Act. The Federal Court and Federal Magistrates Court have power to determine complaints that are not resolved at the conciliation stage, and their decisions are enforceable.

The Australian Human Rights Commission also has power to inquire into and report on complaints of other forms of discrimination covered by the HREOC Act. In such complaints, the Commission can recommend payment of damages or compensation but cannot make any binding determination. The Federal Court has no jurisdiction to determine such complaints, but can judicially review the Commission’s decisions.

Dealing with difficult people

From time to time, employees have to deal with difficult, even abusive or aggressive, customers or clients. Each agency should have guidelines to assist employees in these situations. If confronted with a difficult or abusive person, an employee should remain calm, positive and avoid taking unnecessary risks. If in doubt, they should consult a more experienced colleague. An employee should withdraw if they feel intimidated or threatened. The police should be contacted in extreme cases.

Standards of dress

As a general guide, the appearance and dress of APS employees should be in accordance with the standards appropriate to their duties and the people with whom they are dealing. Our obligation to behave in a way that upholds the good reputation of the APS and our professionalism suggests our dress should reflect pride in the Service and respect for those we deal with, particularly the public.

Some agencies have particular standards of dress for their employees. In addition, some employees may be required to wear uniforms or safety clothing. Where such standards are required, they must be complied with20.

Providing information or advice

In doing their work, APS employees are expected to exercise a duty of care21, that is, to exercise reasonable care, in giving information or advice. This principle applies equally in the case of written information or advice. When information and advice are sought and provided face to face, over the telephone, electronically or in writing, APS employees should bear in mind the following:

· APS employees have a duty to exercise reasonable skill and diligence to ensure that information and advice provided, upon which the recipients are likely to rely, are accurate. 

· APS employees need to be sensitive to the use an enquirer may make of information or advice sought and the degree to which they may rely on that information or advice. 

· The standard of care required will be related to the nature of the enquiry and the possible consequences that may arise from the provision of incorrect information or advice. 

· When there are doubts about the reliability of the information, or the authority of the APS employee to provide advice, these should be made known to the enquirer. 

· Where information or advice is being given on a matter that has not been finalised, the interim or conditional nature of the information or advice should be made clear. 

· In some circumstances, it may be possible to indicate that, while all care is taken in providing the information or advice, no responsibility is accepted for any loss incurred as a result. 

· In some circumstances, it may be relevant to suggest to enquirers that they should seek independent advice from appropriately qualified persons. 

· If advice is provided verbally, it will usually be advisable to make a record of the advice given. 

 

19 For example, the Superannuation Complaints Tribunal is required under section 37 of the Superannuation (Resolution of Complaints) Act 1993 to determine whether a decision was 'fair and reasonable in the circumstances'. The Federal Court decision in the case of Alcoa of Australia Retirement Plan Pty Ltd v Thompson [2002] FCA 256, concerning a complaint to the tribunal, includes discussion of the application of the fair and reasonable test

20 Agencies should take care to ensure that any dress codes are not discriminatory

21 The obligation that APS employees have in relation to duty of care was reinforced by a decision of the High Court in 1981 (L Shaddock and Associates v. The Council of the City of Parramatta), when it ruled that 'government instrumentalities may be liable in damages for the economic loss suffered by individuals acting on advice negligently given by officials of those instrumentalities'

Chapter 7: Working with the private sector and other stakeholders

Relevant Values and elements of the Code of Conduct



APS Values

· The APS has the highest ethical standards. 

· The APS is openly accountable for its actions, within the framework of Ministerial responsibilities to the government, the Parliament and the Australian public. 

· The APS delivers services fairly, effectively, impartially and courteously to the Australian public and is sensitive to the diversity of the Australian public. 

APS Code of Conduct

· An APS employee must disclose, and take reasonable steps to avoid, any conflict of interest (real or apparent) in connection with APS employment. 

· An APS employee must not make improper use of: (a) inside information or, (b) the employee's duties, status, power or authority, in order to gain, or seek to gain, a benefit or advantage for the employee or for any other person. 

· An APS employee must at all times behave in a way that upholds the APS Values and the integrity and good reputation of the APS. 



Procurement

Employees involved in government procurement should be mindful of potential conflicts of interest that might arise and not use their position to benefit themselves or any other person.

The Commonwealth Procurement Guidelines (December 2008) issued by the Minister for Finance and Deregulation set out the framework in which Financial Management and Accountability Act agencies are expected to manage procurement. The CPGs apply to the purchase of all goods and services. 'Value for money' is the core principle of Australian government procurement. This is underpinned by three supporting principles:

· encouraging competition 

· efficiency, effectiveness and ethics 

· accountability and transparency. 

The Australian Government has agreed to establish a coordinated procurement contracting framework to deliver efficiencies and savings from goods and services in common use by Australian Government departments and agencies who are subject to the Financial Management and Accountability Act 1997 (FMA Act). The aim of this policy is to:

· reduce the impost and cost of doing business for both agencies and industry; 

· reduce duplication and improve purchasing efficiencies; 

· provide consistent and transparent purchasing practices; and 

· enable aggregation of government purchasing power to obtain better pricing arrangements and value for money outcomes. 

For more information about the coordinated procurement contracting framework, go to www.finance.gov.au/procurement/coordinated-procurement-contracting.html.

Competitive procurement processes

The procurement process itself is an important consideration in achieving value for money. Participation in a procurement process imposes costs on agencies and potential suppliers and these costs should be considered when determining a process commensurate with the scale, scope and relative risk of the proposed procurement. Division 2 of the Commonwealth Procurement Guidelines sets out the mandatory procedures to be followed for covered procurements.

Employees should read the procurement policy information available on the Department of Finance and Deregulation’s website. This site includes information about:

· Procurementpolicy and practice 

· Procurement and CTC best practice guidance 

· Related Finance Circulars. 

In addition, Chief Executive Instructions (CEIs) issued by agency heads may include directions to employees involved in procurement.

The Values and Code and private sector providers

Non-public servants are increasingly providing services to public sector agencies and government services to the general public, on behalf of APS agencies.

Non-public servants may, for example:

· deliver services on behalf of government direct to the public, such as job network providers 

· deliver in-house services to government agencies such as desk-top computer services 

· work as consultants on specific projects within agencies. 

Increased contracting with the private sector and community organisations has led to improvements in efficiency and programme effectiveness, but has also introduced new levels of complexity and risk to public service agencies and presented challenges for accountability.

The CPGs indicate that officials, departments and agencies are answerable and accountable for any plans, actions and outcomes that involve spending public money. Agencies should include provisions in tender documentation and contracts that alert prospective providers to the public accountability requirements of the Commonwealth.

When establishing relationships with providers, agencies need to consider how the Values and Code might apply, and how they will be promoted and compliance monitored, including the use of contract provisions. Generally, the Values and Code are particularly relevant where contractors are delivering services to the public on behalf of the APS. However, not all of the Values and the Code are relevant even in these circumstances. The Values relating to service delivery are critical, as is part of the APS Value relating to responsiveness to government in implementing the government's policies and programmes, but Values applying to the internal APS workplace relationships are not relevant to contractors' own employment practices, although other Commonwealth employment legislation, such as occupational health and safety and anti-discrimination, will apply.

Additionally, the Privacy Act 1988 has been amended so that since December 2001, each agency is required, when entering into a contract on behalf of the Commonwealth, to ensure that the contract does not authorise the contracted service provider, or a subcontractor, to do an act or engage in a practice that would, if done by the agency, breach the Information Privacy Principles.

Agencies need to take steps so that contractors are aware that APS employees are bound by the Values and the Code and do not place public servants in a position where their impartiality or professionalism may be compromised. As well, any action that would give rise to a real or apparent conflict of interest on the part of the agency decision maker must be avoided. Agencies are accountable to the Government and Parliament through their Minister for their decisions and may also be required to justify their decisions and process through the courts if challenged, for example by another tenderer.

Partnerships and alliances

Establishing partnerships and alliances with private sector providers may be a good method of providing goods and services. They may be particularly useful where it is desirable to share risk or where circumstances are likely to change during the life of the contract. They may be particularly relevant for long-term contracts, or where a private provider is delivering services direct to the public on behalf of government.

Partnerships and alliances typically involve an ongoing relationship between public servants and contractors. It is important that non-public servants are aware of the expected standards of conduct of APS employees; the degree to which they must comply with those standards will depend on the nature of the contract and work undertaken.

Partnerships and alliances do not reduce the public sector agency's accountability to Government, Parliament and the public. Accountability may require additional processes to ensure the allocation of risk and the management of the contract are transparent. When establishing agreements and contracts, agencies should consider:

· the extent to which the partner and their employees will be expected to comply with the APS Values and Code 

· additional conduct requirements which reflect the agency's business needs 

· the action that may be taken if the required standards are not met. 

Some agencies have jointly developed with companies and industry groups codes of ethics that promote a common understanding of high ethical standards, which complement the APS Values and Code.

Corporate sponsorship

Agencies sometimes obtain corporate sponsorship to resource specific activities or programmes. Corporate sponsorship can be cash or in-kind where the sponsor provides a product or a service. A sponsorship agreement can last a few hours for a specific event or span several years.

APS employees who manage corporate sponsorship should be aware of accountability, probity and ethical issues. There is a greater risk of public criticism so the highest ethical standards must be applied. Corporate sponsorship must not influence or appear to influence agency goals, strategic direction or integrity. Relations between agencies and corporate sponsors need to be transparent and able to withstand public scrutiny. Some of the same risks involved in accepting gifts or benefits apply to corporate sponsorship, and it may be useful to refer to the cautions mentioned in Chapter 12: Gifts and benefits when considering sponsorship arrangements. If there is any doubt about the propriety of a proposed sponsorship agreement, APS employees should consider whether or not the arrangement would withstand critical public scrutiny.

Before making an agreement, APS employees should consider whether association with the sponsor could lead to any conflict, perceived or actual, with agency policies, practices and objectives or the Government's broader policies and objectives.

The terms of a sponsorship agreement should be written. This may simply involve an exchange of letters. The more complex or valuable the sponsorship, the more detailed the agreement should be. When drafting an agreement, it is important that it does not include conditions that would limit or appear to limit the agency carrying out its functions. It would be useful to refer to the relevant APS Values and elements of the Code. If the agency intends to co-badge a product or service, it is important the sponsor understands and upholds the Values.

Sometimes an agency may use a consultant to help raise corporate sponsorship. It is important the agency works closely with the consultant. The consultant should inform potential sponsors about the event's objectives and the expected benefits to both parties. The agency should provide the consultant with clear guidelines about how the agency expects them to work on its behalf.

Agencies preparing guidelines on corporate sponsorship may find it useful to refer to the NSW Independent Commission Against Corruption (ICAC) publication, Practical Guide to Corruption Prevention (1997), which includes a section on sponsorship.

Commercial-in-confidence information

APS employees need to carefully consider whether their obligation to be openly accountable allows denial of access to information that may be commercial-in-confidence.

The CPGs set out measures to support accountability and transparency in relation to agencies’ procurement. In particular, they specify that agencies should include provisions in tender documentation and contracts alerting prospective providers to the public accountability requirements of the Commonwealth, including disclosure to Parliament and its Committees, and that agencies should consider, on a case-by-case basis, what might be commercial-in-confidence when designing any contract.

Stakeholders

Increasingly, agencies are expected to develop close links with interest groups such as consumer and industry associations, provider organisations and think-tanks. These relationships often go beyond the exchange of information and may involve more formal collaboration or negotiation about government decision making.

Good relationships help agencies achieve effective and efficient implementation of government programmes, thereby supporting the APS Value of achieving results.

APS employees need to be clear about their obligations to be impartial, accountable and responsive to government. Close relationships with stakeholders should better inform decision makers, but should not constrain Ministers or involve unauthorised disclosure of information. The closer or more formal the relationship, the more important it is to clarify expectations and obligations, including the handling of confidential information and the transmission of advice.

Conflicts of interest may be significant, particularly where the stakeholder may have an involvement in decision making or access to confidential information. The very role of stakeholders in representing interests may both justify why it is important to develop a close relationship, and constrain the nature of that relationship. Agencies should obtain statements of interests to ensure open discussion and agreement on the management of conflicts of interest. Stakeholders such as industry or consumer representatives may have their own obligations to members that APS employees need to appreciate in order to consider the best management of conflict of interest.

Chapter 8: Working with lobbyists: the Lobbying Code of Conduct and post separation lobbying contacts with Government

Relevant Values and Elements of the Code of Conduct



APS Values

· The APS is openly accountable for its actions, within the framework of Ministerial responsibility to the Government, the Parliament and the Australian public. 

· The APS is responsive to the Government in providing frank, honest, comprehensive, accurate and timely advice and in implementing the Government's policies and programs. 

APS Code of Conduct 

· An APS employee must disclose, and take reasonable steps to avoid, any conflict of interest (real or apparent) in connection with APS employment. 



The purpose of this chapter is to set out policies for public servants in relation to contacts with professional lobbyists and post-separation employment as lobbyists. It follows the release by the Special Minister of State and Cabinet Secretary of the Lobbying Code of Conduct on 13 May 2008.

It begins with a description of the Lobbying Code of Conduct (the Code) which applies to Ministers, Parliamentary Secretaries, staff employed under the Members of Parliament (Staff) Act 1984 (MOPS Act), APS employees, consultants and contractors engaged by an APS agency and members of the Australian Defence Force. The Code refers collectively to these groups as ‘Government representatives’.

The Lobbying Code of Conduct

The Code is intended to ensure that individuals or organisations that act on the behalf of others to seek to influence Government representatives are required to adhere to appropriate standards of probity and transparency. A main aim of the Code is to ensure that Government representatives who deal with lobbyists are able to establish which interests the lobbyist represents in order to make appropriate judgments about their motives. The Code therefore defines a lobbyist as any person, company or organisation that conducts lobbying activities on behalf of a third party client.

The Code does not apply to people who are directly employed within a company or organisation to make representations to Government, since this does not involve the issue of the need to establish or disclose third party interests. It also it does not apply to charitable or religious organisations or to associations or oganisations constituted to represent the interests of their members. A full list of the exemptions is set out in Section 3 of the Code.

Other elements of the Code include:

· the establishment by the Department of the Prime Minister and Cabinet of an online Register of Lobbyists. Lobbyists are required to register and update their details (including the names of third parties by whom the lobbyist is retained) on the Register before seeking access to Government representatives. The Register came into operation on 1 July 2008 

· the requirement for lobbyists to inform Government representatives that they are lobbyists, that they are currently registered, the third party interests they represent and the issues that the third party wishes the lobbyist to raise 

· the establishment of a set of principles (Section 8) requiring lobbyists not to engage in corrupt, dishonest or illegal activity, to make all reasonable effort to establish the truth of the information provided by the parties they represent, not to misrepresent or exaggerate the extent of their access to Government and to avoid personal and political conflicts of interest 

· restrictions on former Government representatives engaging in lobbying activities. 

Application of the Code to the APS

Lobbyists seek to influence Government not only by direct approaches to Ministers and their offices, but also through contacts with public servants. These contacts normally focus on introducing their clients’ views and related information into policy and programme development processes. While this is a legitimate activity that can improve the quality of advice to Government, it must be subject to similar standards of probity and transparency as lobbying contacts with Ministers.

For this reason the Lobbying Code of Conduct will apply to all APS employees. This means, in short, that:

· public servants will only be able to deal with registered lobbyists 

· the lobbyists will be obliged to inform public servants of the third party interests they represent and the issues that the third party wishes the lobbyist to raise. 

It also means that agencies should have frameworks and processes in place for managing contacts with lobbyists. These should include measures to ensure that agency staff are aware of:

· the Lobbying Code of Conduct and their obligations in dealing with lobbyists 

· the Register of Lobbyists and how they may access it, and 

· the requirement, in section 9 of the Code, to report breaches to the Secretary of the Department of the Prime Minister and Cabinet (PM&C). Agencies should have an internal point of contact for any such reports which could then be passed at agency level to PM&C.

The restrictions on public servants dealing with lobbyists also apply to a person engaged as a contractor or consultant by an APS agency where they are required to or likely to be required to have contacts with lobbyists. Agencies will need to include clauses in contracts to ensure that contractors and consultants are aware of and comply with the Lobbying Code.

As indicated above, the Code applies only to professional lobbyists who represent the interests of a third party. It does not apply to contacts with people who are directly employed by a company or an organisation and who make representations on behalf of that company or organisation. Nor does it apply to technical, professional, or programme management contacts or co-operation between the APS and outside companies or organisations.

Avoidance of conflict of interest

APS employees need to be aware of and to manage any actual or perceived conflict of interest between their official duties and their relationships with lobbyists. This could include personal, financial or other interests in the organisations the lobbyist is representing or some sort of personal or social relationship with the lobbyist.

The APS Code of Conduct requires public servants to disclose, and take reasonable steps to avoid, any conflict of interest (real or apparent) in connection with APS employment, and agencies should remind public servants of their responsibilities in relation to lobbyists. SES and other public servants covered by the requirement to formally declare personal interests should ensure that they include in their declaration any actual or potential conflicts of interest in their relationship with lobbyists. Detailed guidance on the management and declaration of conflicts of interest is contained in Chapter 11 of this guide.
Post APS employment as a lobbyist

SES employees and equivalents who leave the APS after 1 July 2008 shall not, for a 12 month period, engage in lobbying Government representatives on any matters on which they have had official dealings as public servants over their last 12 months of employment. Similar rules apply to members of the ADF at the level of Colonel and above.

The Code also places post separation employment restrictions on other categories of Government representatives:

· former Commonwealth Ministers, and Parliamentary Secretaries who left office after 6 December 2007 must not engage in lobbying activities for a 18 month period after they leave on any matters on which they have had official dealings over the last 18 months in office 

· former MOPS Act staff employed in the Offices of Ministers or Parliamentary Secretaries at Adviser level and above who leave after 1 July 2008 must not engage in lobbying activities for a 12 month period after they leave on any matters on which they have had official dealings over their last 12 months in employment. 

Agencies will need to ensure that the systems they put in place to manage contacts with lobbyists include a requirement for staff to seek assurances from the lobbyists who approach them that they are not subject to any of these post employment restrictions. Lobbyists who give false or misleading information in response to this request could be in breach of the Code. The Register of Lobbyists itself will not hold past employment details of lobbyists including ex-APS employees.

Agencies could reinforce this system by seeking assurances from staff on separation that they will adhere to the restrictions, but such assurances would rely primarily on goodwill and may not be legally binding. Obtaining declarations from staff when they join an agency would have greater legal force, but agencies may need to consider any extra administrative burden that this might involve.

The restrictions on post separation employment as lobbyists do not apply to former APS employees who are directly employed by outside companies or organisations and who may undertake representational work on their behalf. Nor do they prevent former APS employees who obtain employment in private sector areas closely aligned to their former APS responsibilities from exchanging technical and professional advice with APS staff where they are mutually involved in projects or programmes.

Former public servants are, however, still covered by the provisions of the Crimes Act 1914 and other legislation that prohibits the unauthorised disclosure or use of information they became aware of while employed by the Commonwealth. Some agencies, such as Defence, have specific protocols in place for managing the movement of former public servants into the private sector where security and other issues are a factor.

Management of these and other types of post separation employment issues is addressed in Chapter 14 of this guide.

Section 3: Relationships in the workplace

Chapter 9: Working with APS colleagues

Relevant Values and elements of the Code of Conduct



APS Values

· The APS is a public service in which employment decisions are based on merit. 

· The APS provides a workplace that is free from discrimination and recognises and utilises the diversity of the Australian community it serves. 

· The APS establishes workplace relations that value communication, consultation, cooperation and input from employees on matters that affect their workplace. 

· The APS provides a fair, flexible, safe and rewarding workplace. 

· The APS provides a fair system of review of decisions taken in respect of APS employees. 

APS Code of Conduct

· An APS employee must act with care and diligence in the course of APS employment. 

· An APS employee, when acting in the course of APS employment, must treat everyone with respect and courtesy, and without harassment. 

· An APS employee must comply with any lawful and reasonable direction given by someone in the employee's agency has authority to give the direction. 

· An APS employee must at all times behave in a way that upholds the APS Values and the integrity and good reputation of the APS. 



Cooperative and productive working relationships are at the heart of values-based management. While employers have an obligation to provide a safe, harassment-free, flexible and rewarding workplace, APS employees have an obligation to obey lawful instructions and contribute effectively to corporate management.

APS employees are bound by the Fair Work Act and other employment related legislation that applies also to private sector employees, including the:

· Racial Discrimination Act 1975 

· Sex Discrimination Act 1984 

· Human Rights and Equal Opportunity Commission Act 1986 

· Disability Discrimination Act 1992 

· Age Discrimination Act 2004. 

They are also bound by the Occupational Health and Safety Act 1991 (OH&S Act).

Merit principle

Section 10(2) of the PS Act clarifies that a decision relating to engagement or promotion is based on merit if:

a. an assessment is made of the relative suitability of the candidates for the duties, using a competitive selection process 

b. the assessment is based on the relationship between the candidates' work related qualities and the work-related qualities genuinely required for the duties 

c. the assessment focuses on the relative capacity of the candidates to achieve outcomes related to the duties 

d. the assessment is the primary consideration in making the decision. 

Public Service Commissioner's Direction 2.3 and Chapter 4 of the Directions set out the minimum requirements that agency heads and employees must meet to uphold and promote merit in employment.

In accordance with s. 19 of the PS Act, a Minister cannot direct an agency head about employment decisions. For senior positions an agency head may seek the Minister's views about the relative merits of candidates known to the Minister, but the final decision rests with the agency head, must be based on merit and must not be subject to Ministerial direction. A representative of the Public Service Commissioner must endorse the processes for all Senior Executive Service engagements and promotions22.

Workplace diversity

Workplace diversity aims to make best use of people's backgrounds, skills, talents and perspectives, to ensure fairness and improve productivity. Managers are encouraged to recognise, value and develop the different skills and competencies of employees through flexible employment practices and ways of doing work to enhance agency and employee performance. Agencies should seek a balanced workforce where different backgrounds and perspectives are drawn on to maximise effectiveness. Good diversity practices also enable agencies to contribute to the fairness of the overall Australian workforce. An agency that provides services direct to the public should pay particular attention to the diversity of its workforce so that it meets the needs of its customers and clients.

Section 18 of the PS Act requires agency heads to establish a workplace diversity programme that assists agencies to uphold the APS Values.

Also, Public Service Commissioner's Direction 2.13 and Chapter 3 of the Directions, require agencies to develop measures to remedy any employment background related disadvantages on the basis of being an Aboriginal or a Torres Strait Islander, gender, race or ethnicity or physical or mental disability. Under the Directions, APS employees must help to ensure that these anti-discrimination measures are implemented.

Review of actions

Under s. 33 of the PS Act, non-SES employees are entitled to apply for review of actions that relate to their employment23.

Fair treatment in the workplace is not just an employee's right. A productive workplace requires trust, and access to a credible internal review process that promotes trust and improves decision making. Although good communication and employee participation in management processes should reduce the need for reviews, it will not eliminate the need for a credible review process.

More information about review of actions is in the APS Commission publication Review of actions, available from the Commission’s website.

Discrimination and harassment

Eliminating discrimination

It is unlawful to discriminate against or harass a person at work, and in most other areas of public life. APS employees must comply with all Commonwealth anti-discrimination laws:

· Racial Discrimination Act 1975 

· Sex Discrimination Act 1984 

· Human Rights and Equal Opportunity Commission Act 1986 

· Disability Discrimination Act 1992 

· Age Discrimination Act 2004. 

Investigating complaints

The President of the Australian Human Rights Commission can investigate and conciliate complaints under anti-discrimination legislation24. The Federal Court and Federal Magistrates Court can determine complaints that are not conciliated, and their decisions are enforceable.

The Australian Human Rights Commission can also inquire into and report on complaints about discrimination on the basis of other forms of discrimination covered by the HREOC Act. It can recommend payment of damages or compensation but cannot make any binding determination. The Federal Court has no jurisdiction to determine such complaints, but can judicially review the Commission’s decisions. Further information about the Commission is available from its website at: www.humanrights.gov.au.

Workplace harassment and bullying

Agency heads and other senior leaders have a responsibility to foster positive workplace environments where people treat each other and the community with respect, and where harassment and bullying are unacceptable. The public service should be a good place to work for everyone.

Workplace harassment entails offensive, belittling or threatening behaviour directed at an individual or group of APS employees. The behaviour is unwelcome, unsolicited, usually unreciprocated and usually (but not always) repeated. It makes the workplace or association with work unpleasant, humiliating or intimidating for the individual or group targeted. It can make it difficult for effective work to be done. The requirement in the Code of Conduct that employees treat everyone with respect and courtesy and without harassment was reinforced by a case before the Australian Industrial Relations Commission25 involving the termination of employment of an APS employee whose behaviour failed to meet that requirement.

Even if the behaviour is not meant deliberately, it can still be harassment where a reasonable person would conclude that it would humiliate, offend, intimidate or cause a person unnecessary hurt or distress. It can also be unlawful under anti-discrimination legislation (such as sexual harassment or racial vilification).

Bullying is a form of harassment and does not show respect and courtesy.

While there is no standard definition of workplace bullying, this term is generally used to describe repeated workplace behaviour that could reasonably be considered to be humiliating, intimidating, threatening or demeaning to an individual or group of individuals. It can be overt or covert, inflicted by one person or groups. Abusive group behaviour or ‘ganging up’ against one or more individuals is a form of bullying that is sometimes called workplace ‘mobbing’.

Workplace harassment and bullying should not be confused with advice or counselling on work performance or work-related behaviour of an individual or group, which might include critical comments about work performance. Feedback or counselling on work performance or work-related behaviour differs from harassment in that feedback or counselling is intended to assist employees to improve work performance or change behaviour. Feedback or counselling should be constructive, not humiliating or threatening.

Legitimate management actions or decisions, such as allocating work and setting reasonable goals, standards and deadlines or asserting authority, undertaken in a reasonable and respectful way, are not harassment and bullying.

Useful sources of advice on creating positive, safe and productive workplaces include:

· Performance management in the APS: A strategic approach (2001, Management Advisory Committee) 

· Sharpening the focus: Managing performance in the APS (2006, Australian Public Service Commission) 

· Bullying in the workplace: A guide to prevention for managers and supervisors (2007, Comcare) 

· Respect: Promoting a culture free from harassment and bullying (2009, Australian Public Service Commission) 

Health and safety

The OH&S Act is the principal legislation that governs the management of occupational health and safety in the workplace. The Act has a preventive focus. It places legal obligations on management and employees, and requires agencies to:

· take all reasonable steps to protect the health, safety and welfare of employees by providing and maintaining a safe work environment, including safe work practices 

· to consult with employees and, if requested, employee representatives to develop health and safety management arrangements that will enable effective co-operation between the employer and employees in promoting, developing and reviewing measures to ensure its employees’ health, safety and welfare at work 

· monitor employees' health and safety at work, and the conditions of the workplaces under the employer's control 

· provide necessary information, instruction, training and supervision to allow employees to perform their work safely 

· to maintain appropriate information and records relating to its employees' health and safety. 

Agencies use different methods to demonstrate commitment to the occupational health and safety of their employees such as:

· providing employees and families access to employee assistance programmes 

· conducting health and safety awareness programmes such as 'health weeks' 

· providing employees and families access to free inoculation programmes 

· subsidising employee membership to health clubs and gymnasiums 

· offering free eye testing. 

The OH&S Act also provides for health and safety committees, comprising employer and employee representatives, to facilitate cooperation on occupational health and safety issues, thus contributing to the maintenance of healthy and safe workplaces.

The Act outlines the obligations of managers and employees. For example, while at work, employees are expected to take all reasonable and practicable steps to:

· use equipment in accordance with instructions issued by management 

· not risk the health and safety of other people 

· cooperate with those who have obligations under the Act. 

Smoking

Government workplaces have been 'smoke free' since 1988. APS employees and others working or visiting the APS are not permitted to smoke in the workplace. There are agency-specific policies that set out the responsibilities of APS employees in relation to smoking. There should be no disruption to work caused by employees leaving the workplace to smoke. To encourage the health of employees, some agencies support employee participation in 'quit-smoking' programmes and sponsor health promotion activities.

Misuse of other drugs including alcohol

If an APS employee misuses alcohol or other drugs and this adversely affects their performance, the safety of colleagues or the reputation of the APS, they may be in breach of the Code of Conduct and could be subject to misconduct action.

Agencies generally have agency-specific policies that address the misuse of alcohol and other drugs, which should take into account the complex nature of the problem. Further information on the issues of alcohol misuse and illicit drugs can be obtained at the Department of Health and Ageing's website at: www.health.gov.au.

Counselling services

Agencies generally provide some counselling assistance to employees who are experiencing work-related or personal difficulties. There may be people within the agency who have special counselling skills to assist with problems. Alternatively, agencies may provide access to external professional counselling services, such as employee assistance programmes. These programmes are usually available to both APS employees and their families.

In cases where an employee has sought assistance, it is important that all information provided is treated as confidential.

All discussions on work performance, including issues covered by this chapter, should be conducted in private.

 

22 See Public Service Commissioner's Direction 6.3

23 Certain actions are not reviewable, and these are listed in Schedule 1 to the Public Service Regulations 1999

24 Racial Discrimination Act 1975, Sex Discrimination Act 1984, Disability Discrimination Act 1992, Age Discrimination Act 2004
25 AIRC, PR932560, Purser v AGD (2003)

Section 4: Personal behaviour

Chapter 10: Using Commonwealth resources

Relevant Values and elements of the Code of Conduct



APS Values

· The APS has the highest ethical standards. 

APS Code of Conduct

· An APS employee must behave honestly and with integrity in the course of APS employment. 

· An APS employee, when acting in the course of APS employment, must comply with all applicable Australian laws. 

· An APS employee must use Commonwealth resources in a proper manner. 

· An APS employee must not make improper use of: (a) inside information or (b) the employee's duties, status, power or authority in order to gain, or seek to gain, a benefit or advantage for the employee or for any other person. 



The Financial Management and Accountability Act 1997 (FMA Act) sets the responsibilities of APS employees, regarding public money and property. In particular, under the FMA Act, agency heads must manage their agency in a way that promotes the efficient, effective and ethical use of Commonwealth resources. Also, the Crimes Act and the Criminal Code provide for penalties for destroying or damaging Commonwealth property.

APS employees must be scrupulous in the use of Commonwealth resources, including money, credit cards26, goods, services, vehicles, office equipment, official records (including electronic records) and telecommunications and information technology applications.

Commonwealth resources should not be used for private gain. However, employees may have limited private use of office equipment, for example reasonable and necessary telephone or email communication with family. Employees should be aware of agency-specific policies that outline the private use of Commonwealth equipment.

Property

Commonwealth property is to be used for official purposes and managed efficiently and effectively. Employees may have limited use of Commonwealth property for incidental purposes such as social club activities, or meetings between employees and their representatives, including unions. Lease arrangements on agency premises need to be checked before premises can be used for other purposes.

Motor vehicles

Most agencies have a number of Commonwealth vehicles available for general work use. Vehicles are available for official use only. Agency heads are responsible for developing and administering policy on the use of vehicles, including home garaging. Reimbursement may be negotiated through certified and workplace agreements.

The Executive Vehicle Scheme (EVS) provides senior executives, agency heads and public officer-holders in agencies with people employed under the PS Act access to private plated vehicles. Agency heads are responsible for developing and administering policy setting out the use of private plated vehicles. The policy is subject to the requirements of the EVS.

The Department of Education, Employment and Workplace Relations’ current advice on the EVS can be found at: APS Advice 02 of 2005 - Executive Vehicle Scheme.

Frequent flyer points

APS employees may join a frequent flyer scheme for official purposes. However, it is government policy that APS employees are not to obtain a personal benefit from points accrued while travelling on official business. This includes upgrading travel unless authorised by the agency to do so.

Using points privately may be a breach of the APS Code and may result in misconduct action. APS employees who redeem points after resigning or retiring may be prosecuted under the Criminal Code.

APS employees may use accrued points for official business. Some agencies may permit APS employees to purchase points on resignation or retirement as long as the arrangement was not contrived and brings genuine savings to the agency.

It is better practice for an agency to negotiate contracts with airline companies where frequent flyer points are not provided, and the contract price reflects this, as recommended by the Auditor-General in his December 2000 audit report; Management of Public Sector Travel Arrangements—Follow-up audit.

When travelling on official business, APS employees should beware of entering competitions, or lottery-style promotions, including by submitting boarding passes or business cards. Many agencies do not permit employees to accept prizes won. Some agencies allow prizes to be raffled by their social clubs, or some other arrangement whereby the agency benefits rather than the individual (see also Chapter 12: Gifts and benefits).

APS employees may privately participate in frequent flyer schemes. However, it is important employees distinguish between private and work-related travel and ensure that there is no link between the two that may result in a personal gain from work-related travel.

Equipment and consumable resources (including email and internet)

Use of equipment

Most APS employees have access to computers and other technology at work. Although this equipment is provided for official use, employees may have limited access to equipment for personal use. Employees should be aware of agency-specific policies that govern the use of office equipment, particularly office and mobile telephones. Also, the Criminal Code contains a number of offences relating to the unauthorised modification of data.

Computer software should only be copied if authorised and only for official purposes. Private software must not be used on agency systems without authorisation, as it may introduce computer viruses.

APS employees participating in political campaigns, or associated fund raising and canvassing must not use office facilities or equipment, including email or the intranet to inform staff (see Chapter 15: APS Employees as citizens).

Use of the internet and email

The widespread use of the Internet and email across the APS presents agencies with challenges about how it may impact on employee productivity, workplace harassment and network vulnerability.

While email may encourage informality and the sense of 'conversations' rather than correspondence, APS employees must understand that emails are official records and may be retrieved and be 'on the record'. Employees must take care that emails are accurate and the language and tone appropriate. Similar concerns apply to the use of SMS messages for work purposes (see page 31 about recordkeeping).

Internet/intranet and email facilities are Commonwealth resources and must be used appropriately. Agencies should develop clear policies about employee use of emails and the Internet. Policies should require employees to ensure they do not breach the APS Code or bring their agency or the APS into disrepute. Policies should include information about:

· the level of privacy employees can generally expect when using email and Internet 

· authorisation requirements for wide distribution of messages 

· the circumstances in which management may read employee emails 

· whether back-up copies are stored on the server and who has access to them 

· the fact that email may need to be produced in litigation or other investigations 

· unacceptable use of email to abuse or harass other employees and how this will be investigated and managed. 

For further information, agencies should consult the Privacy Commissioner's publication Guidelines on Workplace Email, Web Browsing and Privacy.

Home use of equipment

Some agencies provide employees access to computers and other technology that enable them to work from home. Agency heads are responsible for establishing policies about working away from the office, including home-based work.

Equipment is provided for official purposes, and private use should be limited unless there are provisions that apply to an individual through an industrial or common law agreement or a determination made under s. 24(1) of the PS Act. Employees should ensure the equipment and the official information it contains are secure.

Part H of the Attorney-General's Department’s Australian Government  Protective Security Manual 2005, Security Guidelines on Home-based Work provides information about the physical and information security measures agencies should take when implementing home-based work.

Monitoring and surveillance

Some agencies formally monitor the use of equipment and facilities, such as telephones and computers. It is important that this type of surveillance takes account of employees' privacy and the maintenance of good workplace relations.

When establishing monitoring policies, agencies and employees should take into account the following points:

· in monitoring telephone use, the conversations themselves may not be monitored except for quality assurance purposes, provided the necessary notification has been given to the caller and the person answering the call, for example in call centres. Lists of numbers called must be accorded the same protection as other personal information. 

· where mail is opened centrally before distribution, employees must be informed that any personal mail addressed to the agency may be opened. 

· employees must be informed if the agency monitors the use of the Internet and email. Provisions of the Telecommunications (Interception) Act 1989 prohibit, with certain exemptions, the interception of a telecommunication. When developing policy the agency may need to consult the Attorney-General's Department. 

· the use of covert surveillance devices must be sanctioned by law. The Privacy Commissioner issues the Guidelines on Covert Optical Surveillance in Commonwealth Administration. 

Preventing, investigating and prosecuting fraud

Fraud is defined by the Commonwealth Fraud Control Guidelines 2002 as 'dishonestly obtaining a benefit [both tangible and intangible] by deception or other means'. The Guidelines apply to all agencies covered by the FMA Act as well as bodies covered by the Commonwealth Authorities and Companies Act 1997 (CAC Act) that receive government funding for at least 50 per cent of their operating costs. The Guidelines are available from the Attorney-General's Department website.

The Fraud Control Guidelines outline the Commonwealth's policy and approach to fraud control. The Guidelines are the major reference on agency responsibilities, standards and fraud control mechanisms.

Fraud against the Commonwealth is a serious offence and can result in penalties under the Criminal Code. APS employees who commit fraud may face misconduct action under the PS Act. Both the FMA Act and the CAC Act also provide for penalties for the misuse of resources.

The Commonwealth Director of Public Prosecutions has primary responsibility to prosecute offences against Commonwealth law and to conduct related criminal assets recovery. All prosecutions and related decisions are made in accordance with the guidelines set out in the Prosecution Policy of the Commonwealth.

Anyone who suspects another person of committing fraud should report the matter to a senior manager. Sometimes it may be appropriate to go directly to the agency's internal auditors or fraud investigators. APS employees who report fraud should be aware of their obligations about disclosing official information (see also Chapter 3: Managing official information and Chapter 17: Whistleblowing).

The agency should not inform an APS employee that he or she is suspected of committing fraud unless and until the investigator authorises it. However, someone suspected of committing fraud is innocent until proven guilty, and has a right to expect that the matter will not be discussed with anyone not directly involved.

The Commonwealth Fraud Control Guidelines require agency heads to:

· develop a fraud control strategy which includes operational arrangements for dealing with fraud 

· conduct risk assessments and produce fraud control plans 

· investigate minor or routine allegations of fraud against their agency 

· train employees involved in fraud control 

· foster and maintain high standards of ethical behaviour 

· report fraud control activities 

· inform their Minister or presiding officer27 about relevant fraud control initiatives undertaken by the agency 

· certify, in their agency's annual report, that they are satisfied that: 

· fraud risk assessments and fraud control plans have been prepared that comply with the Commonwealth Fraud Control Guidelines 

· appropriate fraud prevention, detection, investigation and reporting procedures and processes are in place 

· annual fraud data has been collected and reported that complies with the Commonwealth Fraud Control Guidelines. 

These responsibilities continue, even where a service or product is contracted out to another organisation.

Fraud and suspension and misconduct action

As well as prosecution under the Criminal Code, APS employees who commit fraud are in breach of the APS Code and may be subject to suspension with or without pay and misconduct action under the PS Act.

Where an employee's behaviour is both a breach of the Code and a criminal offence, misconduct action need not be delayed until criminal processes have been completed. Agencies should seek advice from the police and the Director of Public Prosecutions before alerting an employee of any allegations of misconduct. A key consideration is the need to avoid prejudicing the criminal process.

If there is some risk of prejudicing the criminal proceedings, agencies may initiate a misconduct action (putting the employee on notice that an action will ensue) but may immediately suspend the investigation, pending the outcome of criminal proceedings.

The Commonwealth Fraud Control Guidelines make it clear that agencies must refer all allegations of serious or complex fraud involving Commonwealth interests to the Australian Federal Police.

 

26 The FMA Act (s60) prescribes a maximum penalty of seven years imprisonment for misuse of a Commonwealth credit card

27 The Fraud Control Guidelines also apply to the Parliamentary Service

Chapter 11: Conflict of interest

Relevant Values and elements of the Code of Conduct



APS Values

· The APS is apolitical, performing its functions in an impartial and professional manner. 

· The APS has the highest ethical standards. 

· The APS delivers services fairly, effectively, impartially and courteously to the Australian public and is sensitive to the diversity of the Australian public. 

APS Code of Conduct

· An APS employee must behave honestly and with integrity in the course of APS employment. 

· An APS employee must disclose, and take reasonable steps to avoid, any conflict of interest (real or apparent) in connection with APS employment. 

· An APS employee must not make improper use of: (a) inside information or (b) the employee's duties, status, power or authority, in order to gain, or seek to gain, a benefit or advantage for the employee or for any other person. 



Avoiding and managing conflict of interest

Public confidence in the integrity of the APS is vital to the proper operation of government. Confidence may be jeopardised if the community perceives a conflict of interest. APS employees need to be aware that their private interests, both financial and personal, could conflict with their official duties. Agencies' procedures for managing real and apparent conflicts of interest may cover:

· employees' responsibility to notify managers about real or apparent conflicts of interest 

· managers' responsibilities to decide whether: 

· there is, or could be, a conflict of interest 

· to ask the person to divest the interest 

· to change the person's duties or to transfer the person to another position where there is no conflict 

· to allow the person to continue their duties. 

During a selection process, applicants may be asked to declare any real or apparent conflict of interest. Before engagement, it may sometimes be necessary to require successful applicants to divest interests that present real or potential conflicts in the performance of their duties.

Ultimately it is the agency head's responsibility to determine what action should be taken where there is a conflict. While avoiding a conflict is best, it is not always practical. Agencies need to establish processes that will ensure the management of conflicts in such situations will withstand scrutiny. Processes may outline how:

· the conflict is declared 

· the conflict will be managed 

· stakeholders are informed about the conflict. 

An agency head should declare any personal conflict to the Minister.

In whose  interests?: Preventing and managing conflicts of interest in the APS28 is a short guide that outlines the requirements, and provides tips and scenarios to help public servants conduct themselves appropriately, make ethical decisions and prevent or manage conflicts of interests.

Bowen Report principles

The Report of the Committee of Inquiry: Public Duty and Private Interest (1979), known as the Bowen Report, sets out the principles that underpin public servants' obligations to disclose and manage conflicts. The report recommended a code of conduct, which was later endorsed by the Government:

· An office-holder should perform the duties of his office impartially, uninfluenced by fear or favour. 

· An office-holder should be frank and honest in official dealings with colleagues. 

· An office-holder should avoid situations in which his private interest, whether pecuniary or otherwise, conflicts or might reasonably be thought to conflict with his public duty. 

· When an office-holder possesses, directly or indirectly, an interest which conflicts or might reasonably be thought to conflict with his public duty, or improperly to influence his conduct in the discharge of his responsibilities in respect of some matter with which he is concerned, he should disclose that interest according to the prescribed procedures. Should circumstances change after an initial disclosure has been made, so that new or additional facts become material, the office-holder should disclose the further information. 

· When the interests of members of his immediate family are involved, the office-holder should disclose those interests, to the extent that they are known to him. 

· When an office-holder (other than a Member of Parliament) possesses an interest which conflicts or might reasonably be thought to conflict with the duties of his office and such interest is not prescribed as a qualification for that office, he should forthwith divest himself of that interest, secure his removal from the duties in question, or obtain the authorisation of his superior or colleagues to continue to discharge the duties. 

· An office-holder should not use information obtained in the course of official duties to gain directly or indirectly a pecuniary advantage for himself or for any other person. 

· An office-holder should not: 

· solicit or accept from any person any remuneration or benefit for the discharge of the duties of his office over and above the official remuneration; 

· solicit or accept any benefit, advantage or promise of future advantage, whether for himself, his immediate family or any business concern or trust with which he is associated from persons who are in, or seek to be in, any contractual or special relationship with government; 

· except as may be permitted under the rules applicable to his office, accept any gift, hospitality or concessional travel offered in connection with the discharge of the duties of his office. 

· An office-holder should be scrupulous in his use of public property and services, and should not permit their misuse by other persons. 

· An office-holder should not allow the pursuit of his private interest to interfere with the proper discharge of his public duties. 

The inclusion of the Code of Conduct in the PS Act in 1999 reinforced the principles underlying the Bowen code.

In addition to public servants, s. 14 of the PS Act states that certain statutory office holders must also comply with the Code of Conduct.

Declaration of interests

Principles and background

The Code of Conduct at s13 of the Public Service Act 1999 requires that an APS employee must:

· behave honestly and with integrity in the course of APS employment; 

· disclose, and take reasonable steps to avoid, any conflict of interest (real or apparent) in connection with APS employment; 

· not make improper use of (a) inside information, or (b) the employee's duties, status, power or authority, in order to gain, or seek to gain, a benefit or advantage for the employee or for any other person. 

The requirement to be aware of and to avoid or manage real and perceived conflicts of interest applies to all APS employees. Agencies should have procedures in place that:

· help all employees to understand the importance of avoiding real and apparent conflicts of interest in public employment; 

· require all employees to notify managers about private interests, both financial and personal, where they could present a real or apparent conflict with their official duties; 

· provide guidance to managers and employees on strategies and good practice in avoiding or managing conflicts of interest. 

The origins of the declarations policy

While all APS staff are required by the Code of Conduct to behave with integrity and to avoid or manage conflicts of interest in their employment, agency heads and SES employees are subject to a specific regime that requires them to submit, at least annually, a written declaration of their, and their immediate family’s financial and other interests, that could involve a real or apparent conflict of interest.

The requirement to submit a declaration of interest arose from a decision in 1983 by the then government. This decision required all Ministers, Senators and Members of Parliament to submit an annual written declaration of their private interests as well as those of their immediate family – spouse and dependent children. The then government also decided that senior public servants, statutory office holders, senior staff of statutory authorities and all ministerial staff would be required to furnish a statement of their private interests similar to the public statement required by parliamentarians.

The purpose of the declaration 

The purpose of the declaration is to ensure that heads of agencies are aware of any private interests or relationships of APS employees in leadership or other sensitive positions which could or could be seen to influence the decisions the employees are taking or the advice they are giving. These could include personal interests and relationships that could involve real or potential conflicts of interest in terms of the employee’s responsibilities. The completion of a declaration of interests also provides employees with the opportunity to consider whether any of their financial or personal interests might give rise to a real or perceived conflict with their duties and take action to remove or minimise the potential for that to occur.

Declarations of interests and security clearances 
Agencies may apply security clearance requirements to jobs that deal with sensitive information and issues. The security vetting process may require employees to provide information on their personal financial and other interests that could make them vulnerable to outside pressure.

While there may be some overlap between the personal information collected as part of a security vetting and the personal information required to be declared under the declarations policy, the purpose of the security vetting process is to identify personal circumstances or relationships that could make an employee vulnerable to improper influence or otherwise compromise an employee’s integrity or ability to manage sensitive information.

Who is required to make a declaration? 
Because of their leadership and decision-making roles, all agency heads and all SES employees, including those acting in SES jobs for longer than three months, are covered by the declarations of interests policy.

Many agencies will also have staff at non-SES levels whose responsibilities also require them to be particularly transparent about their private financial and personal interests. Agencies may also have professional staff who, while not specifically SES employees, are at similar levels and have similar decision making responsibilities.

Where practicable, agencies should also apply the declarations policy to these types of employees.

The extent to which the policy is applied to non SES employees in each agency will depend on assessments of the sensitivity of the work, the administrative and resource implications and the risks involved. It is important to remember that all employees are required to identify and manage conflicts of interest, irrespective of whether they are required to make a declaration.

Given the agency head’s responsibilities for managing his/her agency’s declarations process, it will be important that he/she has some ongoing control over the application of the policy to individual positions. It should therefore be the responsibility of the agency head to decide those non SES positions to which the declarations requirements should apply.

If this is not practicable in a large agency, then the approval process could be delegated to a senior employee, for example a Deputy Secretary, the Head of Corporate Services or an Area or State Manager, who would keep the agency head informed.

What should be covered in the declaration 
There is no standard list of items that must be included in a declaration. Rather, it is the responsibility of employees to whom the declaration policy applies to consider and declare those private interests or relationships that could or could be seen to impact upon the decisions they are taking or the advice they are giving.

Factors to be taken into account in considering what to disclose include:

· the particular roles and responsibilities of the employee’s agency and its probity concerns; 

· the particular roles and responsibilities of the employee. 

Examples of organisations and situations where transparency and openness about private and personal financial interests are particularly important include:

· agencies, organisations and positions undertaking an investigatory or regulatory role; 

· agencies, organisations and positions that allocate contracts or disperse Australian Government funds; 

· agencies, organisations and positions that are responsible for the protection and management of sensitive policy, commercial or personal information. 

The types of interests and relationships that may need to be disclosed include:

· real estate investments; 

· shareholdings; 

· trusts or nominee companies; 

· company directorships or partnerships; 

· other significant sources of income; 

· significantliabilities; 

· gifts; 

· paid, unpaid or voluntary outside employment 

that could or could be seen to impact upon the employee’s responsibilities.

On the other hand, ownership of personal assets such as a personal or family home, works of art, jewellery, furniture, antiques etc are most unlikely to have any real or perceived impact on an employee’s responsibilities and would not normally need to be declared, since their possession is unlikely to involve a conflict of interest or any other threat to an employee’s probity, except in the case of people working in these fields.

Outside employment and declarations
The APS has policies on paid or unpaid outside employment that apply to all APS staff and which are set out in detail in Chapter 13: Outside employment. The basic principle underlying these policies is that employees should be able to take up paid or unpaid employment outside the APS, provided that it does not conflict with or adversely affect their duties. Agencies are required to have processes in place to manage outside employment, and most agencies require employees to seek permission to engage in outside employment.

Requests to engage in outside employment by employees covered by the declarations policy should normally be handled through these processes, although agencies would need to take into account the particular sensitivities of the employee’s work in considering whether to approve the request. Even when outside employment has been approved, it should still be disclosed in the declaration if it could or could be seen to impact upon work responsibilities.

While APS employees are not normally required to seek permission to undertake unpaid voluntary work, voluntary and community groups could have interests or aims in relation to APS policy development or programme implementation. In such situations, unpaid or voluntary outside employment can present the same potential for conflict of interest as paid outside employment and should be treated with the same level of importance as paid outside employment. Employees should disclose voluntary work or associations that could or could be seen to impact upon their work responsibilities.

Personal relationships 
Employees may have family or other personal relationships with people engaged in activities that could have an interest in issues the employee is dealing with. Examples could include media, lobbyists or people who have business dealings with their agency. APS employees are, of course, perfectly entitled to have such relationships, but staff covered by the declarations policy should be open about them. They should therefore disclose the names and activities of family and other personal relationships that could or could be seen to impact upon the employee’s responsibilities.

Agency head responsibilities 
While it is the responsibility of employees to declare personal and private interests, it is the responsibility of the agency head to ensure that any conflict of interest or other threat to the integrity of the agency that is identified in the declarations is avoided or effectively managed.

This means that he/she will need to be appropriately aware of the contents of employee declarations.

In agencies with a large number of SES employees and/or those agencies where the declarations policy has been extended to non-SES employees in sensitive positions, it may not be logistically possible for the agency head to assess, review and retain every declaration. In these cases, the agency head may decide to put in place systems that give primary responsibility for reviewing and holding declarations to senior SES level staff, for example a Deputy Secretary, the Head of Corporate Services or an Area or State Manager.

Such systems and processes will need to:

· ensure the confidentiality of the declarations; 

· bring any serious real or apparent conflicts of interest to the attention of the agency head. 

How often should the declaration be made? 
The declaration will remain relevant only if it is monitored and updated on an ongoing basis.

SES and other employees who are covered by the declarations policy are responsible for reviewing and where necessary revising and resubmitting their declarations whenever:

· there is a change in their responsibilities or in the issue or subjects on which they are required to make decisions or give advice; 

· there is a change in their personal circumstances that could impact upon the decisions the employees are taking or the advice they are giving. 

Agencies should have systems in place that encourage and support an ongoing declarations policy.

All SES employees and all other employees to whom the agency head decides the declarations policy should apply are required to submit a declaration of interests at least annually.

Declarations by the agency head 
Declarations made by agency heads are usually submitted to the Minister. If the statement discloses a conflict, the Minister and the agency head must take steps to resolve the conflict.

Interests of immediate family members 

The term ‘immediate family members’ applies to spouses and dependent children. Employees, as part of their disclosure responsibilities will agree that they will declare any private interests or relationships of their immediate family that they are aware of, where circumstances arise in which they consider that these interests could or could be seen to influence the decisions they are taking or the advice they are giving.

It would be necessary in those circumstances for the agency to obtain the family member’s direct consent to the disclosure in a manner that is consistent with the requirements of the Information Privacy Principles contained in the Privacy Act 1988. These requirements could be covered by the family member signing a notice to the declaration of their relevant interests as follows:

I am aware that my information has been collected for the purpose of identifying personal and other interests that could or could be seen to influence the decisions that the employee covered by the declarations policy is taking or the advice he/she is giving. I am aware of the Privacy Principles set out in the Privacy Act 1988 which authorise the collection and the third parties to whom my personal information may be disclosed. I consent to the collection of my personal information by (the relevant agency).

If consent was not given, then the employee should discuss with his/her agency head, in general terms, that he/she believes that there is an actual or potential sensitivity. The agency head can then decide what action may need to be taken.

Declarations template 
This template can to be used by APS agencies as a basis for employee declarations. Agencies may add to or adapt the template to meet their particular requirements.

A similar format should be used for declarations by agency heads to their Ministers.

The template also contains a consent form for immediate family members should a declaration of their interests be considered necessary.

Conflicts with financial interests

Financial interests may cover such things as directorships, shareholdings, real estate or trusts, which have the potential to conflict with official duties. Examples of this type of conflict are where:

· an APS employee is the director of a family company that may be affected by policy changes being considered in his or her work area 

· an APS employee may be assessing tenders from companies in which they or a relative have an interest. 

Conflicts with personal interests

Personal and other interests may include personal relationships such as sporting, social or cultural activities as well as family, sexual or other relationships. Examples of where personal or other interests may conflict with official duties are where:

· an APS employee is in a position to assess grants to a community group to which they belong 

· an APS employee in a selection panel has a personal relationship with an applicant for the position. 

In carrying out their duties, APS employees should not allow themselves to be improperly influenced by family or personal relationships. Situations may arise where a decision has to be made and that decision would directly affect a person who has a relationship with the decision maker. In these cases APS employees should declare the conflict and should refer the matter to their manager who should be asked to make the decision on the merits of the case.

In the case of a personal relationship within a work group, it may be desirable for one party to move to another work area. While it is not uncommon or wrong for couples or other family members to be working in the same agency, it is not usually appropriate for one to have any line responsibility over another. Despite the sensitivities involved, it is also important that other staff feel able to raise with more senior managers any concerns about perceptions of conflict of interest resulting from family members working in the one agency.

Using information or position

APS employees must not improperly use information or their position to gain personally or benefit any other person (Code of Conduct s. 13(10)). For example, APS employees should not use information obtained at work to speculate on the share-market. Where APS employees feel there may be an opportunity to benefit from information that they have access to at work, they should discuss the issue with their manager or another suitable person in the agency.

Boards and committees

Government boards and committees play an important strategic role in providing leadership, direction and accountability across the public sector. There are many types of government boards and committees including:

· boards of public trading enterprises 

· boards of statutory authorities 

· policy coordination committees 

· research committees 

· tribunals 

· registration boards 

· appeal boards 

· public trusts 

· advisory committees. 

Government boards and committees have four main purposes:

· to guide and direct an organisation 

· to determine, monitor and regulate practices, grant licences and investigate complaints 

· to coordinate policies, plans or projects across portfolios 

· to advise and make recommendations to ministers and agencies about government programmes and policies. 

APS employees are sometimes required to serve on government boards and committees.

Some APS employees working in departments such as Health and Ageing or Broadband, Communications and the Digital Economy, may serve on boards of Commonwealth entities established in their portfolio. Employees serving on boards should be aware of the potential for conflicts of duty, leading to conflicts of interest. For example, a conflict of duty may arise where an employee is involved in purchasing services from an entity, and that employee also sits on the board of the entity. A conflict of interest may follow if the employee's performance is in part measured by the successful outcome of that purchasing arrangement.

Frequently employees serving on boards will do so as a direct result of their responsibilities within the department, and this may involve inherent conflicts of interest or duty that need to be managed. Departments and boards should establish processes to deal with such situations. This might involve, for example, the employee absenting from certain discussions and decisions. Real or apparent conflicts need to be declared and openly discussed by board members. If the board cannot resolve the issue satisfactorily, the matter may need to be raised with the relevant Minister.

The potential also exists for conflicts of interest or duty in committees established by agencies, particularly where a Minister appoints the chair and/or members and the committee can significantly influence decisions.

It is important for agencies to establish procedures to alert committee members to the need to identify and avoid conflicts of interest. This may include committee members providing written declarations of interests that relate to activities of the committee, and making conflicts of interest a standing agenda item for committee meetings.

Selection teams

Members of selection teams will often know one or more applicants. Where a selection team member has a relationship with an applicant that might give rise to a conflict of interest, it should be declared to the chair and any other selection team members (or to the delegate and other selection team members if the chair is making the declaration). It should then be decided whether the selection team member should stand aside from the process or the consideration of the particular candidate.

If a selection team member needs to provide referee comments on an applicant, this can usually be managed by the member providing the comments before accessing information on other applicants, and making other committee members aware of the particular circumstances.

 

28 Available at www.apsc.gov.au/ethics

Chapter 12: Gifts and benefits

Relevant Values and elements of the Code of Conduct



APS Values

· The APS has the highest ethical standards. 

APS Code of Conduct

· An APS employee must behave honestly and with integrity in the course of APS employment. 

· An APS employee must disclose, and take reasonable steps to avoid, any conflict of interest (real or apparent) in connection with APS employment. 

· An APS employee must not make improper use of: (a) inside information or (b) the employee's duties, status, power or authority; in order to gain, or seek to gain, a benefit or advantage for the employee or for any other person. 

· An APS employee on duty overseas must at all times behave in a way that upholds the good reputation of Australia. 



Gifts and benefits

The issue of whether or not an APS employee accepts a gift or benefit is not always straightforward.

The nature of work in the APS and the relationship of the APS with external clients and stakeholders in business, other jurisdictions, non-government organisations and international governments have changed considerably in recent years. APS employees, particularly at senior levels, are now much more likely to deal regularly with heads of corporations and senior business representatives, heads of non-government organisations and international officials. In many of these sectors, offers of gifts and hospitality are commonplace. Agencies need to provide clear guidance to their employees which recognises the context within which they work, while ensuring that the integrity of the APS is upheld.

At times, particularly for senior employees, acceptance of offers of entertainment or hospitality can provide valuable opportunities for networking with stakeholders. For the APS to carry out its functions fairly, impartially and professionally, however, and for the public to be confident that it will do so, APS employees must be able to demonstrate that they cannot be improperly influenced in the performance of their duties by offers of gifts or other inducements.

When a public servant receives an offer of a gift or benefit, it is important that they consider the ethical issues involved and that there is an open and transparent process in the agency for discussing such issues. It is important to consider every offer on its merits, taking into account the relationship of the organisation making the offer with the agency.

The main risk of accepting a gift or benefit is that it may result in an actual or perceived conflict of interest. At the extreme, it could be perceived as a bribe, which is an offence under the Criminal Code and a breach of the APS Code.

When deciding whether to accept a gift or benefit, the reputation of the APS is paramount. A useful test is for employees to consider how they might answer questions from a parliamentary committee. If it would be embarrassing, then perhaps the gift or benefit should not be accepted.

There may be times when it is appropriate for an employee to accept a gift on behalf of their agency, rather than on their own behalf, for example from an international delegation. In diplomatic circles, it may cause embarrassment to reject offers of minor gifts.

If an employee is uncertain about whether they should accept a gift or benefit, they should discuss the matter with their manager or supervisor.

It is not possible to establish set rules about accepting gifts or benefits as it is contingent on the circumstances. In some instances accepting even minor benefits may be construed as undermining public confidence—for example, when a tender process, either for the procurement of goods and services or sale of assets, involving the provider of the gift or benefit is under way, or when public servants are administering regulation directly affecting the individuals or organisations concerned. Agencies' guidelines and CEIs should be used to clarify particularly sensitive areas. Employees should make themselves aware of relevant agency-specific guidelines and CEIs.

When developing policies about accepting gifts and benefits, agencies should clarify in what circumstances accepting a gift or benefit may be appropriate, taking into account the agency's functions and objectives, the roles of employees within the agency and the types of relationships employees may have with organisations and people who may offer gifts or benefits.

A gift or benefit may include:

· offers of cash or shares 

· gifts, such as bottles of wine, manufacturer's samples or personal items 

· promotional materials, including clothing, books, compact discs or DVDs 

· sponsored travel 

· benefits under loyalty schemes, such as frequent flyer schemes 

· airline competition prizes 

· meals or other hospitality 

· accommodation and hire car discounts 

· entertainment, such as meals, seats at sporting or theatre events or golf days 

· discounts on commercial items 

· free or discounted places on training and development courses (other than contra-deals associated with the presentation of papers). 

Acceptance of gifts or benefits will not usually be appropriate from a person or company if they are:

· involved in a tender process with the agency, either for the procurement of goods and services or sale of assets; or 

· the subject of a decision within the discretionary power or substantial influence of the APS employee concerned. 

Particular care should also be taken if:

· the person or organisation is in a contractual or regulatory relationship with the Commonwealth 

· the organisation's primary purpose is to lobby Ministers, Members of Parliament or agencies. 

If a gift or benefit is accepted, it is prudent to disclose or register its approximate value. All valuable gifts or benefits should be registered. (Ministers and all Senators and Members are required to register benefits from official sources valued at $700 or more and $300 or more from private sources).

It should not be assumed, however, that gifts of minor value are acceptable. Even token gifts that carry a company's logo can create, in some circumstances, a perceived conflict of interest. For example, an employee from a purchasing area wearing clothing bearing the logo of a particular supplier could send a very inappropriate message to competing organisations.

Employees should be aware of agency-specific policies about accepting gifts and benefits; such policies should apply to members of an employee's family, where acceptance may impact on the employee's official duties.

Accepting fees 

Generally, it is expected that APS employees will not accept outside payment for activities considered part of their normal duties. If an employee is offered a fee to speak at a work-related conference, it may be accepted providing the agency receives the benefit, not the individual.

It is good practice for agencies to inform suppliers and contractors about their policy. For example, the Departments of Defence, Foreign Affairs and Trade, and Immigration and Citizenship have produced brochures to advise their suppliers and other stakeholders about their policies, stating that inducements of any kind are unacceptable. Publishing the policy also makes it easier for employees to decline inappropriate offers by referring to the policy.

Hospitality 

Agencies may provide official hospitality if it furthers the conduct of public business. Expenditure on official hospitality must be publicly defensible on the basis that the primary purpose of the event is work-related.

Offers of hospitality from sources outside the APS have the potential to cause perceived or actual conflicts of interest. However, offers of hospitality may be accepted if they genuinely assist the agency to develop and maintain constructive relationships with stakeholders.

When developing policies, agencies should consider issues that will help employees judge when it is appropriate to accept hospitality. For example, the person may wish to consider the scale of the hospitality offered, and whether it is proportional to that which the agency would provide under similar circumstances. It is helpful if the agency informs its stakeholders about what type of hospitality is acceptable. A number of agencies have produced guidelines aimed at promoting awareness.

Sponsored travel 

As a general rule, the Commonwealth pays for APS employees to travel as part of their official duties. Situations may arise, however, where a body external to the APS offers to pay for travel for an APS employee. In such cases of sponsored travel, an APS employee is being offered a benefit and it should be treated in the same way as gifts and other benefits described earlier in this chapter.

APS employees should be aware of the following principles regarding sponsored travel:

· the Commonwealth should meet the expenses associated with work undertaken on its behalf by its employees 

· APS employees and their agencies should avoid conflicts of interest or the appearance of such conflicts. 

As a general rule, APS employees should not accept offers of travel sponsored by private organisations or groups. Sponsored travel includes cases where transport, accommodation or living expenses are paid for or provided other than from the agency's funds or the APS employee's own resources. Acceptance of such travel may lead to the perception that the agency or the APS employee is favouring the organisation concerned or using their position to gain a benefit. Offers of sponsored travel or entertainment should be referred to the agency head for consideration.

Where an agency considers acceptance to be in the Government's interest and where practical alternative means of travel or attendance at official expense are not available, the agency may offer to contribute to the costs involved. An offer of sponsored participation in such a case should be referred to the agency head, who may select an appropriate member of staff to attend if attendance is considered to be justified. Participation by APS employees in travel relating to the inauguration of travel services or opening ceremonies at new commercial or industrial undertakings may fall into this category. The important criterion to be borne in mind is that the agency, or the APS as a whole, should gain and be seen to gain the benefit of the opportunity, rather than the individual undertaking the travel. This is essential to avoid giving rise to perceptions of conflicts of interest.

Sponsored travel that would not be acceptable under this guidance material is not made acceptable by being undertaken during a period of leave.

Offers of sponsorship by bodies such as an inter-governmental or international agency, another government, an educational institution, a non-profit organisation, a recognised humanitarian organisation or broad-based industry group may be acceptable.

There are some recognised instances where travel opportunities are offered on a general rather than a particular basis, such as industry familiarisation tours, or where a body such as the World Health Organisation sponsors participants in a seminar. In such cases, the source of the funding should be reputable and apolitical, and no conflict of interest or perceived conflict of interest should be created as a result of accepting the offer.

Advice on the use of frequent flyer points accrued while travelling on official business may be found in Chapter 10.

Entertainment 

Offers of entertainment are often used in private business to make relevant business contacts and improve business relationships. In some instances, accepting an offer of entertainment may improve stakeholder relationships. Attendance at significant events can provide senior public servants with opportunities to make important business connections that will be of considerable benefit to their agencies. There may also be an important representational role for senior employees at such events. However, the agency should ensure that accepting the offer would not create an actual or perceived conflict of interest.

Accompanying a Minister is a relevant factor. Nonetheless, it is important for senior staff to appreciate the example they set for other APS employees in upholding the Values. The more prominent the entertainment event, the more important it is to be mindful of perceptions. Another option is for the individual to pay for the entertainment.

While it may be in the interests of the agency or the government for senior public servants to accept invitations to some events, it is not appropriate for them to accept offers of paid travel or accommodation in relation to their attendance. Offers that are accepted should be recorded and declared in SES employees’ statements of interest.

Bribery and related offences 

Accepting or offering a benefit that may be defined as a bribe may breach the APS Code and the Criminal Code.

Subsection 141.1(3) (receiving a bribe) of the Criminal Code makes it an offence for a Commonwealth public official to:

dishonestly ask for, receive or obtain a benefit or agree to receive or obtain, a benefit for himself, herself or another person with the intention of influencing the duties of the public official or engendering a belief that the duties will be influenced.

Such an offence has a maximum penalty of 10 years imprisonment.

In addition, subsection 142.1(3) (receiving a corrupting benefit) of the Criminal Code makes it an offence for a Commonwealth public official to dishonestly ask for, receive or obtain, or agree to receive or obtain, a benefit for himself, herself or another person where the receipt or expectation of the receipt of that benefit would tend to influence the official or another official in the exercise of the official’s duties. Such an offence has a maximum penalty of five years imprisonment.

Employees should also note that, consistent with Australia’s obligations under the OECD Convention on the Bribery of Foreign Public Officials in International Business Transactions, under section 70.2 of the Criminal Code it is an offence to bribe a foreign public official, whether in Australia or in another country. An Australian in another country who bribes or attempts to bribe an official of that country can be prosecuted for bribery in an Australian court.

Such an offence has a maximum penalty of 10 years imprisonment.

Where an employee becomes aware of information which they suspect relates to the bribery of a foreign public official by another employee, consistent with their obligations under the APS Values and Code of Conduct to behave ethically, honestly and with integrity, they should report the information in accordance with their agency’s instructions on reporting breaches of the Code of Conduct (see Chapter 17: Whistleblowing). If the information relates to a person who is not an APS employee, the employee should discuss the matter with an appropriate senior person in their agency to determine the most appropriate course of action, including reporting the matter to the Australian Federal Police.

More information is available on the Attorney-General’s Department website at Foreign Bribery Offences.

Chapter 13: Outside employment

Relevant elements of the Code of Conduct



APS Code of Conduct

· An APS employee must act with care and diligence in the course of APS employment. 

· An APS employee must disclose, and take reasonable steps to avoid, any conflict of interest (real or apparent) in connection with APS employment. 



APS employees are able to work outside the APS if it does not conflict with or adversely affect the performance of their official duties. Agencies should identify areas where conflicts may arise and establish guidelines for employees.

Outside employment includes paid work, such as running a business, maintaining a professional practice, being director of an organisation, or acting as a tax agent, as well as unpaid work.

Generally, APS employees should not seek outside work if it:

· would conflict or be perceived to conflict with their official duties 

· is likely to affect their ability to perform their official duties. 

Agencies should develop policies about outside employment. Agency heads may require employees to notify the agency head if they intend to engage in outside employment, so that the agency head is able to decide whether there is any incompatibility between the outside employment and the employee's duties in the agency. In making a decision, agency heads should balance the agency's interests and the employee's rights.

An agency head may also agree to outside employment conditional on satisfactory performance of official duties.

An APS employee should inform their agency if the nature or circumstances of the approved outside employment changes or their official duties change, which could give rise to a conflict of interest with the outside employment.

Directorships

When considering whether to become a director of an organisation, APS employees should consider whether the organisation:

· is or is about to enter a contractual relationship with the Commonwealth or its authorities 

· receives financial assistance from the Commonwealth 

· has a primary role to lobby Ministers, Members of Parliament or government agencies and authorities about issues related to the person's official duties 

· is regulated by the employee's agency 

· would give another business, including a government enterprise, reasonable grounds to perceive a conflict of interest. 

Use of paid and unpaid leave

An APS employee wishing to undertake outside employment while on leave should obtain approval from their agency head. This applies whether the leave is unpaid or paid, including annual/recreational and long service leave.

Unpaid voluntary work

Unpaid work can also conflict with a person's official duties. Usually, approval is not required. However, if an APS employee is in any doubt, they should raise with their agency head whether the unpaid voluntary work would involve real or perceived conflicts of interest.

Chapter 14: Post-separation employment

Relevant Values and elements of the Code of Conduct



APS Values

· The APS is apolitical, performing its functions in an impartial and professional manner. 

· The APS has the highest ethical standards. 

APS Code of Conduct

· An APS employee must disclose, and take reasonable steps to avoid, any conflict of interest (real or apparent) in connection with APS employment. 

· An APS employee must not make improper use of: (a) inside information or (b) the employee's duties, status, power or authority; in order to gain, or seek to gain, a benefit or advantage for the employee or for any other person. 



Introduction

These guidelines provide advice on the management of actual and perceived conflicts of interest and other probity issues when employees leave the APS to take up employment in fields that are aligned to their APS responsibilities.

Government policies restrict some public servants from post separation employment as a lobbyist, either individually or as an employee of a lobbying organisation.

Background and issues

One of the key changes in the nature of public sector employment is that it is no longer a ‘closed, entry level to retirement’ career. People are moving in and out of the APS, and this, together with the widespread use of outsourcing arrangements, have made post separation employment a growing issue for many APS agencies.

Ethical concerns arise when APS employees leave to take up employment in private (including and non-government) sector areas that are closely aligned to their responsibilities in the APS. These guidelines provide the basis for the policies and procedures that agencies need to put in place to manage these issues.

The increasing integration between public and private employment can have important benefits for both sectors:

· it can help improve the efficiency and effectiveness of Australian industry by facilitating the transfer of skills and experience between the sectors; 

· it can help the private sector to better understand the policy and organisational culture within which the APS operates and to be more responsive and cooperative in providing services; 

· it can help APS employees better understand the environments in which they are developing policy or delivering services or the impacts of Government policies; 

· it can help the APS attract staff that might otherwise be reluctant to join if they thought that at some later stage their options for careers in other sectors might be restricted. 

There are also common law principles that prohibit ‘restraint of trade’ in employment unless it can be shown that such restraint is reasonable, as well as possible legislative restrictions under the Trade Practices Act 1974.

For these reasons, the APS needs to think carefully about the circumstances in which controls over employees or ex employees who have obtained employment in outside organisations need to be applied. The primary purpose of this policy is not to restrict the flow of skills, experience and information between the APS and other sectors but to manage conflicts of interest when APS employees, including those about to take up appointments with the private sector, deal with outside organisations and individuals.

What are the risks

There are three key risks involved when an APS employee accepts employment in a field that is aligned to his or her APS responsibilities:

· that the employee, while still employed in the APS, would use their position to influence decisions and advice in favour of the prospective new employer; 

· that the employee would reveal confidential or sensitive Commonwealth information to their new employer or provide other information that would give the new employer an advantage in dealing with the APS and/or a competitive advantage in the market generally; 

· that the former employee would use their knowledge of and contacts within the APS, in other areas of the Commonwealth public sector and with the Government to lobby or otherwise seek advantage for their new employer in dealing with the Commonwealth. 

Pre-separation

Agencies are best able to control conflict of interest at the stages when an APS employee who intends to take up a private sector appointment is still employed by the Commonwealth.

APS employees are covered by the APS Code of Conduct, which requires them to:

· disclose, and take reasonable steps to avoid, any conflict of interest (real or apparent) in connection with APS employment; 

· not make improper use of: 

· o inside information, or; 

· o the employee's duties, status, power or authority; 

· in order to gain, or seek to gain, a benefit or advantage for the employee or for any other person. 

The requirement to be aware of and to avoid or manage real and perceived conflicts of interest in APS employment applies to all APS employees. Agencies should have general procedures in place that:

· help all employees to understand the importance of avoiding real and apparent conflicts of interest in their work; 

· require all employees to notify managers about private interests, both financial and personal, where they could present a real or apparent conflict with their official duties; 

· provide guidance to managers and employees on strategies and good practice in avoiding or managing conflicts of interest. 

Agencies may also consider including provisions in collective agreements or performance agreements that highlight the sensitivities in relation to employees' contacts with private sector organisations and the need to act ethically and avoid any conflict of interest.

Where an APS employee intends to accept a private sector appointment, an actual or apparent conflict of interest could arise if their work involves, for example:

· Commonwealth purchasing functions; 

· the preliminary stages of procurement-identification and definition of a requirement—especially when the capability of suppliers is closely connected with a specification; 

· anticipated or actual contractual or funding relationships between the Commonwealth and the proposed employer; 

· the exercise of discretion in conferring some advantage on the proposed employer—examples include issuing licences or concessions or regulating subsidies or tariffs; 

· knowledge of confidential procedures and criteria used within an agency which could allow anticipation or manipulation of agency decisions; 

· knowledge of government intentions that could confer direct financial advantage on those able to participate. 

An outside appointment could also raise an immediate real or apparent conflict if it is with an organisation:

· that is in, or is anticipating, contractual relationships with the Commonwealth in which the Commonwealth is a shareholder; 

· that is in receipt of Commonwealth grants, loans, guarantees or other forms of capital assistance; 

· with which the APS employee's agency is otherwise in a special or close working relationship, for instance in regard to regulation, policy formulation or decision making; 

· whose primary purpose is to lobby Ministers, Members of Parliament, or agencies. 

Agencies should have specific policies and procedures in place to deal with real or perceived conflicts of interest in these situations. These could include a specific requirement for APS employees to inform their agency head as soon as they are offered employment where a conflict of interest could arise, outlining any relationship between the job offered and his or her official duties and describe any possible conflict of interest the offer raises.

The agency head should then consider:

· the importance and sensitivity of the position held by the APS employee; 

· the nature of the APS employee’s new appointment and its relationship to the APS employee's work; 

· the relationship of the proposed employer and the Commonwealth—for example, if the proposed employer is a regular supplier of services or equipment to the Commonwealth or could benefit from knowledge of government policy intentions; 

· the period during which information gained or contacts made would continue to be of value to the APS employee and his or her new employer. 

The agency head should discuss with the employee what immediate steps should be taken to avoid any conflict of interest. The steps may include:

· re-allocation of the employee's duties; 

· temporary movement to a different work area; 

· taking leave until the new appointment commences. 

Depending on the size of the agency and the nature of its role and responsibilities, agency heads may also wish to consider:

· particular notification requirements and arrangements for SES employees, in light of their broad agency leadership and decision-making roles. This could include requiring all SES employees and their equivalents to notify outside job offers, irrespective of whether they impact directly on the employee’s responsibilities; 

· whether the notification arrangements should apply to employees considering employment in an area that may involve an actual or potential conflict of interest, as well as those who have received an offer of employment; 

· whether, in large agencies, the responsible person for the purposes of notification and for managing any issues should reside with senior SES level staff, for example a Deputy Secretary, the Head of Corporate Services or an Area or State Manager. 

Information and knowledge

The risk here involves two types of information and knowledge:

· official information that is protected by security, is received in confidence or is subject to other similar caveats; 

· the information, knowledge and experience about subject matter and about how the APS operates and makes decisions that employees pick up through their responsibilities. 

Official information

The APS Code of Conduct prohibiting the misuse of ‘inside information’ applies to employees who have been offered outside employment.

There are clear provisions under law that protect the disclosure and use of official information after an employee has left the APS.

Section 70(2) of the Crimes Act 1914 makes it an offence for a person who has left the APS to publish or communicate without authority any fact or document which they became aware of or obtained while employed by the Commonwealth and which it was their duty not to disclose. An offence may attract a two-year maximum prison term. The duty not to disclose is set out in Public Service Regulation 2.1. They key points of this regulation, which under section 70(2) of the Crimes Act applies to former APS employees, include:

· APS employees must not disclose official information if it is reasonably foreseeable that the disclosure would be prejudicial to the effective working of government 

· APS employees must not disclose information received or communicated in confidence 

· Information can be disclosed if it is authorised, already lawfully in the public domain or can be disclosed without compromising the work of Government or revealing in-confidence information. 

Section 142.2 of the Criminal Code Act 1995 (abuse of public office) makes it an offence for a person who has left the APS to use official information obtained while employed, dishonestly to obtain a benefit for themselves or another person or to cause detriment to another. An offence may attract a five-year maximum prison term.

The law can protect other types of sensitive information. The doctrine of 'breach of confidence' for example restricts a person from disclosing information where an obligation of confidence is imposed. Also, the Commonwealth would generally own the intellectual property in work performed by APS employees in the course of their employment, and could protect infringements through the relevant intellectual property laws.

Agencies may nevertheless reinforce this through provisions in performance agreements specifically protecting this information.

Knowledge and experience

Former APS employees who obtain employment in firms or other organisations that deal with the Commonwealth take with them a range of knowledge about the APS in general, as well as particular knowledge of their former agency or agencies.

This may include such things as:

· an understanding of the policy, technical and programme management issues with which an agency is dealing 

· a knowledge of the particular interests and demands of its stakeholders 

· the decision making processes in an agency 

· knowing who are the key positions and people involved in considering, advising on and approving procurement and other decisions affecting private (including non-government) sector interests. 

Most of this knowledge will not normally be considered confidential, yet it could give outside organisations employing former public servants an advantage in dealing with the Commonwealth, and enhance their capacity to obtain decisions in their favour.

It is, however, perfectly legitimate for any business to gather the expertise that will best help it meet its business needs. Further, and as indicated earlier, a business that understands an agency’s interests and operational environment is likely to be more effective and responsive in meeting the Commonwealth’s needs.

The responsibility is on APS agencies to anticipate these sorts of issues and to have processes and training in place to ensure their best interests are met, that Commonwealth policy is adhered to, and that integrity in decision making is maintained. Where necessary, some restrictions might be warranted and this is discussed in more detail below.

Restrictions on post separation employment

The issue here is the desirability and practicality of limiting, for a period of time, a former employee’s ability, post employment, to seek work in areas where he or she may be able to influence Commonwealth decision making.

Legal advice indicates that it is not currently possible under Australian law to impose post separation employment restrictions on all or certain classes of APS employees and to ensure that those restrictions are enforceable.

It is however legally possible for an agency to reach an agreement with an individual employee not to work in certain areas for a certain period of time after they leave the APS. This can be done at the time employment is entered into with an agency, or at the time the employee is leaving employment.

From a practical perspective, an employee is unlikely to see it as being in his or her interest to enter such an agreement at the time of resignation, and the Commonwealth is not entitled to insist on such an agreement by, for example, withholding a redundancy entitlement.

In any event, for such a restraint to be enforceable, it would need to be ‘reasonable’ in terms of the interests of the parties and the interests of the public. The interests of the former employee are, of course, to earn money through employment while the interest of the Commonwealth, as well as the public interest, is to preserve public confidence in the fairness and integrity of its decision making processes, particularly in the area of procurement or the allocation of public money.

Reasonableness or otherwise would ultimately be determined by a Court, taking into account all the particular circumstances. As such, it is not possible to set benchmarks of the types of restrictions (including their duration) that might or might not be reasonable.

Finally, it is possible the Trade Practices Act 1974 may further limit the capacity to enforce such agreements in circumstances where the agreement resulted in a lessening of competition. The particular circumstances would again be relevant.

Agencies may put in place broad policy guidelines which include, for example, the length of time the person should wait after leaving the APS before they work in business areas that have direct contact with their former agency. Some agencies, for example the Department of Defence, have developed common understandings of ethical behaviour with relevant industry associations to help promote the acceptance of agency guidelines. These arrangements depend, of course, on the goodwill of parties and their perceptions of mutual benefit, and may well not be enforceable.

The responsibilities of current APS employees

These concerns mean that while agencies have the flexibility to put in place arrangements that attempt to restrict the post-separation employment of former staff, the practicality and enforceability of such arrangements need to be carefully considered.

A simpler and more effective way of managing perceptions that former employees are able to obtain unfair advantages for their new employers is simply to ensure that current APS employees who have dealings with businesses that employ former APS employees are not influenced by contacts with their former colleagues.

Key decision makers in a tender process

One way of addressing this is to include provisions in contracts restricting successful tenderers from employing APS employees who managed the tender process. Restrictions may apply during and after the tender process.

APS agencies may include similar provisions in requests for tender, which preclude the solicitation, enticement or engagement of particular employees during the process.

For further information about this issue, refer to the publication Outsourcing—Human resource management issues (2002) available from the APS Commission's website. The guidance is applicable to all purchasing arrangements, not just outsourcing. Typically, where restrictions are included in contracts concerning the employment of key decision makers, the period of exclusion is six months.

Agency policies and procedures for managing conflicts of interest 

On a broader level, agencies should consider including specific references, in their overall policies and guidelines on managing actual and potential conflicts of interest, for the need for employees to be particularly aware of the potential for conflict of interest in contacts they may have with ex-employees now working in areas aligned with their APS responsibilities and to report and to takes steps to manage any real or perceived conflicts of interest arising from such contacts.

Post separation employment as a professional lobbyist

There are specific employment restrictions on former APS employees who take up work as professional lobbyists, defined as any person, company or organisation that represents, or whose employees represent, the interests of a third party. Public servants who separate from the APS at SES Band 1 level and above after 1 July 2008 must not engage in lobbying activities for a 12 month period on any matters on which they have had official dealings as public servants over the last 12 months. This applies to contacts with Ministers, Parliamentary Secretaries, staff employed under the Members of Parliament (Staff) Act 1984 (MOPS Act), APS employees, consultants and contractors engaged by an APS agency and members of the Australian Defence Force (ADF).

Similar restrictions apply to former members of the ADF at the level of Colonel and above.

The above restrictions do not apply to former public servants who are directly employed by outside companies or organisations and who may undertake representational work on their behalf. Nor do they apply to the other types of contacts with and cooperation between APS agencies and former APS employees.

Details of restrictions on post-separation employment as a professional lobbyist are set out Chapter 8: Working with lobbyists. The guidance recommends that agencies put systems in place requiring staff to seek assurances from the lobbyists who approach them that they are not subject to these restrictions. Lobbyists who give false or misleading information in response to this request could be in breach of the Government’s Lobbying Code of Conduct.

Strategies to deal with conflict of interest in market testing and outsourcing

APS employees managing outsourcing or undertaking market testing are at greater risk of actual or perceived conflicts of interest. For example, where an employee is required to outsource the function they normally perform, they may experience a conflict between the need to secure future employment and the need to work diligently to expedite the process.

Agencies should develop guidelines to assist employees working in these areas to deal with any actual or perceived conflicts and employees should seek advice from managers about any situation that may create an actual or perceived conflict of interest.

The following covers a number of issues relevant to employees managing outsourcing or undertaking market testing, who seek or are offered private sector employment. The list is not exhaustive. Employees should also familiarise themselves with any agency-specific directions or instructions:

· while it is not inappropriate for an APS employee to approach a successful tenderer about future employment, they must ensure they do not disclose commercially sensitive information. Information provided to the tenderer should be limited to the APS employee's skills, competencies, training and personal attributes. Current working arrangements should not be discussed; 

· for probity, it is best that APS employees who occupy positions that will be outsourced be excluded from the decision making process. Where the specialist knowledge and experience of these APS employees is required to evaluate tenders, their role should be limited to areas where their involvement is essential on a specific issue. A colleague or manager should review the employee's input. APS employees involved in the decision making process should not seek to negotiate employment until the decision making process is finalised; 

· an APS employee managing outsourcing or undertaking market testing who is offered employment should inform their agency in writing; 

· an APS employee should not solicit the employment of other APS employees on behalf of a tenderer or contractor; 

· external independent probity auditors may be needed to assess the evaluation and decision making process; 

· APS employees must not solicit gifts, favours, or other benefits from tenderers or contractors; 

· an APS employee should not favour former APS employees who work for tenderers or contractors; 

· only APS employees involved in the tender process should provide tenderers with information or records, such as reports, technical manuals or instructions. Requests made to other employees should be referred to the APS employee coordinating the outsourcing project. 

Chapter 15: APS employees as citizens

Relevant Values and elements of the Code of Conduct



APS Values

· The APS is apolitical, performing its functions in an impartial and professional manner. 

APS Code of Conduct

· An APS employee, when acting in the course of APS employment, must treat everyone with respect and courtesy, and without harassment. 

· An APS employee must disclose, and take reasonable steps to avoid, any conflict of interest (real or apparent) in connection with APS employment. 

· An APS employee must use Commonwealth resources in a proper manner. 



This chapter sets out a general approach to help APS employees decide on the proper course of action in various circumstances. Usually, the decision will be a matter for judgement.

Participating in political activities

It is quite acceptable for APS employees to participate in political activities as part of normal community affairs.

APS employees may become members of or hold office in any political party.

APS employees, whether or not they are members of political parties, are expected to separate their personal views on policy issues from the performance of their official duties. This is an important part of professionalism and impartiality as an APS employee.

Where an APS employee is involved in publicly promoting party or other views on certain issues, and where their duties are directly concerned with advising on or directing the implementation or administration of government policy on those issues, there is potential for conflicts of interest.

Employees of the Australian Electoral Commission

Commonwealth anti-discrimination legislation prohibits discrimination against a person on the ground of political opinion. The legislation generally permits exemptions, however, where action that might otherwise amount to discrimination is deemed essential to meet the requirements of the job. The Australian Electoral Commission (AEC) exemption relates to the importance of the Commission being, and being seen to be, politically neutral. All AEC recruitment and selection advertising and selection criteria contain the statement 'the AEC operates in a politically sensitive environment. Any person who is, and is seen to be, active in political affairs, and intends to publicly carry on this activity, may compromise the strict political neutrality of the AEC and cannot be considered for this position'. All employees sign a declaration of political neutrality on engagement.

Wearing or displaying political material while working

While it is important for a reasonable tolerance to be exercised towards the expression of different political opinions, APS employees should be aware that wearing or displaying political material at work could create disharmony in the workplace. At the same time, APS employees should remember the APS Code requires them to treat their colleagues with respect and courtesy and without harassment.

If an APS employee's duties involve direct public contact, it is not appropriate to wear or display political material while working. It may give the impression that the agency endorses the political material. In some circumstances, it may create doubts in the minds of some clients as to whether their queries or applications will be handled impartially.

Political campaigning and fund raising

Some APS employees choose to campaign for candidates for political office. The role they play may range from handing out how-to-vote cards on election day to other activities with a higher profile.

If an APS employee has a significant role in a political campaign, there is potential for a conflict of interest between taking a position on issues and impartially performing their official duties. The conflict should be discussed with management. Ways of resolving such conflicts might include the employee taking leave, rearranging existing duties, or transferring to other duties, or agreeing to take a less significant role in the political campaign.

If an APS employee is involved in political campaigning, they should make it clear they are not undertaking these activities as part of their official duties. For example, they should not wear an official uniform at party political meetings. APS employees should not use government resources including email, telephones, photocopies, and facsimile machines for any political activity.

An APS employee may apply to take leave without pay, annual or long-service leave to assist with an election campaign.

Standing for Parliament

Section 44 of the Commonwealth of Australia Constitution Act provides that any person who holds any office of profit under the Crown: 'shall be incapable of being chosen or of sitting as a senator or a member of the House of Representatives'.

The High Court, in its decision in Sykes v. Cleary ((1992) 176 CLR 77), held that section 44(iv) disqualified State and Commonwealth public service officers from being chosen or sitting as a Senator or Member. In Free v. Kelly ((No. 2)(1996 138 ALR 649), the High Court found the successful candidate, employed by the Australian Defence Force at the time of her nomination, ineligible to sit as a Member because she held an office of profit under the Crown.

This means that APS employees would need to resign before being able to nominate as candidates.

It would appear that a person who did not resign from the APS before nominating for election to the Federal Parliament would be in breach of the Constitution. APS employees who are in doubt about this should seek legal advice.

APS employees intending to stand for election to State Parliament, or the Northern Territory or ACT legislative assemblies, should seek legal advice about any legislative provisions that require them to resign from the APS.

Under s. 32 of the PS Act and Regulations 3.14–3.16, an APS employee who resigns to contest an election has the right to be engaged again in the APS as long as they resigned no more than six months before nominations closed and the application to be engaged again was made within two months of the result of the election being declared.

Standing for election for TSRA

APS employees who are Torres Strait Islander and Aboriginal people living in the Torres Strait region can stand for election to the Torres Strait Regional Authority (TSRA). However, under the provisions of section 142V of the Aboriginal and Torres Strait Islander Act 2005 , employees of TSRA must resign if they wish to nominate for election. Employees who resign to contest an election but fail to be elected are entitled to be engaged again by the TSRA on the same basis as APS employees who resign to contest seats in Parliament. Employees seeking more information on this issue should contact the Department of Families, Housing, Community Services and Indigenous Affairs.

If APS employees from agencies other than TSRA are elected to the bodies, they should seek agreement to undertake the outside employment involved and make use of leave to attend meetings or carry out the business of the Regional Council or TSRA (see also Chapter 13: Outside employment).

Participating in local government activities

Apart from the matters dealt with below, there is nothing to prevent APS employees from holding office in local government organisations. It is not necessary to resign to stand for election to a local government body.

If an APS employee holds office in, or is employed by, a local government body then agency arrangements concerning outside employment apply (see also Chapter 13: Outside employment). APS employees should take care when considering, or commenting on, political or social issues related to their local government role, to ensure it does not conflict with their official duties.

Participating in union activities

Under the Fair Work Act, APS employees are generally subject to the same workplace relations arrangements as the wider community. They are free to choose whether to join or remain a union member. There is no restriction on which union they may join, or the level at which they participate in union activities. APS employees taking part in trade union activities, for example as officers or delegates of a trade union, must uphold the APS Values and comply with the Code of Conduct, including when making public comment (see Chapter 3: Managing official information).

Participating online

Web 2.0 provides public servants with unprecedented opportunities to open up government decision making and implementation to contributions from the community. In a professional and respectful manner, APS employees should engage in robust policy conversations.

Equally, as citizens, APS employees should also embrace the opportunity to add to the mix of opinions contributing to sound, sustainable policies and service delivery approaches. Employees should also consider carefully whether they should identify themselves as either an APS employee or an employee of their agency.

There are some ground rules. The APS Values and Code of Conduct, including Public Service Regulation 2.1, apply to working with online media in the same way as when participating in any other public forum. The requirements include:
· being apolitical, impartial and professional

· behaving with respect and courtesy, and without harassment 

· dealing appropriately with information, recognising that some information needs to remain confidential

· delivering services fairly, effectively, impartially and courteously to the Australian public
· being sensitive to the diversity of the Australian public
· taking reasonable steps to avoid conflicts of interest
· making proper use of Commonwealth resources 

· upholding the APS Values and the integrity and good reputation of the APS.

APS employees need to ensure that they fully understand the APS Values and Code of Conduct and how they apply to official or personal communications. If in doubt, they should stop and think about whether to comment and what to say16, consult their agency’s policies, seek advice from someone in authority in their agency, or consult the Ethics Advisory Service in the Australian Public Service Commission.

Agencies may find it helpful to provide guidance and training to employees in using ICT resources, including personal use, the use of social media, and any rules or policies about representing their agency online. It would be particularly helpful to workshop scenarios around some of the more complex or ‘grey’ issues that arise for employees in deciding whether and how to participate online, in the performance of their duties or otherwise, consistent with the above principles.
The Australian Government Information Management Office (AGIMO) Web Publishing Guide (available at http://webpublishing.agimo.gov.au/) helps Australian Government agencies to manage their websites and to identify their legal and policy obligations. The guide includes advice on using Web 2.0 technologies.
See also Chapter 3 Managing official information, including disclosing information and making public comment.

Chapter 16: Working overseas

Relevant elements of the Code of Conduct



APS Code of Conduct

· An APS employee, when acting in the course of APS employment, must treat everyone with respect and courtesy, and without harassment. 

· An APS employee must not make improper use of: (a) inside information or (b) the employee's duties, status, power or authority; in order to gain, or seek to gain, a benefit or advantage for the employee or for any other person. 

· An APS employee on duty overseas must at all times behave in a way that upholds the good reputation of Australia. 



This advice is relevant to APS employees on long-term overseas postings and those overseas on short-term missions and visits. This includes APS employees who are temporarily attached to non-APS organisations such as foreign government agencies, non-government organisations, private-sector corporations and employees travelling to attend meetings and conferences.

The Department of Foreign Affairs and Trade (DFAT) has published a Code of Conduct for Overseas Service. It covers in more detail issues raised in this section. The DFAT Code applies to all DFAT employees on long-term postings, including heads of mission, those overseas on short-term missions and visits, and those on leave without pay. It also applies to DFAT employees who are temporarily attached to non-APS bodies such as international organisations, foreign government agencies, non-government organisations and private-sector corporations. DFAT employees travelling overseas should read and understand the Code. The information provided in the Code would benefit other employees required to visit or work overseas on behalf of the APS.

Other agencies including Austrade and AusAID have developed codes that guide employees' conduct while working and visiting overseas.

APS employees who are overseas because of work have a responsibility to act at all times in a manner which upholds the good reputation of Australia and contributes to the good reputation of any Australian mission or government agency with which they may be associated.

Australian officials overseas are seen at all times as representing Australia both in the performance of their official duties and in the manner in which they conduct themselves as private individuals. Regardless of their formal roles or responsibilities, their visibility and status as foreign officials means that their actions will be subject to greater scrutiny and public interest than they would be at home. Australian officials abroad may also face dilemmas in the area of personal conduct which do not arise in Australia—whether in social, cultural, financial or personal settings.

If there is a difference between a head of mission and an employee of another agency about the effect an employee's conduct may have on bilateral relations, the management of the mission or reputation of Australia, either the employee or head of mission may refer the matter to their agency in Canberra. Until the matter has been resolved, the employee should comply with directions from the head of mission.

Respect for the law of other countries

In accordance with the principles set out in the Vienna Convention on Diplomatic Relations and on Consular Relations, while overseas APS employees must respect the law of the country they are in. They should take into account any guidance provided by their agency head or the head of the responsible Australian diplomatic mission concerning local laws and regulations. This guidance will be particularly relevant where there is a major difference between the local and Australian law.

APS employees should pay particular attention to laws and directions governing bank accounts, currency dealings, purchase and disposal of motor vehicles and traffic infringements. They must also make arrangements to clear all outstanding locally incurred financial debts prior to completing their posting or attachment.

Cultural sensitivity

It is necessary for APS employees overseas to be culturally sensitive to the people of the host country and understand local customs, including personal behaviour. Many countries restrict the acquisition and export of cultural property and APS employees should exercise care to observe local requirements. (The term 'cultural property' may include any antiquity, artefact, document, work of art or other object that is of national, historical, scientific, literary or artistic importance.)

As in Australia, APS employees overseas have a duty to contribute to the effective functioning of the workplace by treating their colleagues and the public with respect. Even more than in Australia, this will require particular attention to the different cultural backgrounds, beliefs and opinions of people in and out of the workplace. It is most important that people representing Australia overseas are sensitive to local culture and beliefs when undertaking their official duties and in their private lives.

Accepting gifts

APS employees overseas must not improperly use their duties, status, power or authority to obtain or seek to gain a benefit or advantage for themselves, or another person. If not accepting a gift is likely to cause offence to the extent that it could adversely affect Australia's interests, the employees should accept the gift, then report it according to agency policy and inform the head of mission (see Chapter 12 for more information about gifts and benefits, including bribery and related offences).

Use of diplomatic and consular status

The host government, based on the function that the employee performs in the mission, confers diplomatic or consular status and privileges. These privileges are intended to facilitate the operation of the diplomatic or consular mission with which they are associated, and are not for the personal benefit of the employee or members of the employee's household. An APS employee assigned to service overseas, or travelling on official duties, must act with integrity in relation to any privilege they may have (such as exemption under international law from the payment of taxes or duties) as a diplomatic or consular representative. APS employees who are not accorded diplomatic or consular privileges by the host government, such as non-attached employees and visitors, are not entitled to such privileges and receive different rates of overseas allowances as compensation.

Personal behaviour

Personal behaviour that is likely to adversely affect the APS employee's ability to perform their duties, or the ability of their mission to achieve its objectives, or which is likely to bring the mission or Australia into disrepute is a legitimate concern of the agency head and head of mission and must be avoided.

Styles of interpersonal behaviour and conduct that are acceptable in Australia may be illegal, inappropriate or misinterpreted in other countries. Sexual activity and the use of alcohol or drugs are areas of sensitivity where conduct may more easily be seen as offensive or misinterpreted, and where particular attention to appropriate personal behaviour in the local context is therefore required.

An employee must comply with the age of consent requirements specified for sexual activity in the law of the host country or the age of consent under the law of the Australian Capital Territory (16 years), whichever sets the greater age.

Reporting inappropriate behaviour 

Where an employee observes what they suspect may be a breach of the Code of Conduct on the part of another employee, consistent with their obligations under the APS Values and Code of Conduct to behave ethically, honestly and with integrity in the course of their employment, they should report it in accordance with relevant agency instructions on reporting breaches of the Code of Conduct.

Where an employee becomes aware of information which they suspect relates to serious criminal misconduct, e.g. bribery of a foreign public official, by another Australian who is not an APS employee, the employee should report the matter to the head of mission or an appropriate senior person in the employee’s home agency, who should in turn consider the most appropriate course of action, including reporting the matter to local law enforcement authorities or the Australian Federal Police.

Behaviour of household members

Formal obligations in relation to conduct do not extend to family or household members. Actions of family or household members can, however, impact on the reputation of Australia or of an Australian mission, and on the ability of APS employees to perform their duties. Persistent or serious misbehaviour or breach of local laws by a household member may result in the termination of the employee's posting. In such an event, no blame shall attach to the employee by reason only of the behaviour of the member of his or her household.

Chapter 17: Whistleblowing

Relevant Values and elements of the Code of Conduct



APS Values

· The APS is apolitical, performing its functions in an impartial and professional manner. 

· The APS has the highest ethical standards. 

APS Code of Conduct

· An APS employee must act with honesty and integrity in the course of APS employment. 

· An APS employee must maintain appropriate confidentiality about dealings that the employee has with any Minister or Minister's member of staff. 

· An APS employee must at all times behave in a way that upholds the APS Values and good reputation of the APS. 

Public Service Regulations

2.1

1. This regulation is made for subsection 13 (13) of the Act. 

2. This regulation does not affect other restrictions on the disclosure of information. 

3. An APS employee must not disclose information which the APS employee obtains or generates in connection with the APS employee’s employment if it is reasonably foreseeable that the disclosure could be prejudicial to the effective working of government, including the formulation or implementation of policies or programs. 

4. An APS employee must not disclose information which the APS employee obtains or generates in connection with the APS employee’s employment if the information: 

a. was, or is to be, communicated in confidence within the government; or 

b. was received in confidence by the government from a person or persons outside the government; 

· whether or not the disclosure would found an action for breach of confidence. 

5. Subregulations (3) and (4) do not prevent a disclosure of information by an APS employee if: 

a. the information is disclosed in the course of the APS employee’s duties; or 

b. the information is disclosed in accordance with an authorisation given by an Agency Head; or 

c. the disclosure is otherwise authorised by law; or 

d. the information that is disclosed: 

i. is already in the public domain as the result of a disclosure of information that is lawful under these Regulations or another law; and 

ii. can be disclosed without disclosing, expressly or by implication, other information to which subregulation (3) or (4) applies. 

6. Subregulations (3) and (4) do not limit the authority of an Agency Head to give lawful and reasonable directions in relation to the disclosure of information. 



Public Service Act provisions

Whistleblowing refers to the reporting, in the public interest, of information which alleges a breach of the APS Code of Conduct by an employee or employees within an agency. Section 16 of the PS Act provides legislative protection for whistleblowers29 within the APS.

Regulation 2.4(1) of the Public Service Regulations 1999 requires agency heads to establish procedures to manage whistleblowing reports that must meet the minimum requirements set out in regulation 2.4(2).

The Public Service Commissioner's Direction 2.5, which relates to the APS having the highest ethical standards (s. 10(1)(d)), reinforces the requirement for agency heads to ensure that procedures are in place to manage whistleblowing disclosures. The direction also requires agency heads to put in place measures to ensure that APS employees are aware of the procedures and are encouraged to make appropriate disclosures.

Avenues for whistleblowing

The whistleblowing scheme is based on the expectation that most whistleblowing reports will be made and investigated within the relevant agency.

However, whistleblowers who are not satisfied with the outcome of an investigation conducted by their agency can refer the matter to the Public Service Commissioner or the Merit Protection Commissioner (regulation 2.4(2)(g)).

A disclosure made by an APS employee directly to the Public Service or the Merit Protection Commissioners would only be considered where the Commissioner agrees that the matter is so sensitive that it would be inappropriate to report it to the relevant agency head. For example, the employee may allege the agency head personally breached or was complicit in another person breaching the APS Code (regulation 2.4(2)(c)). In all other cases, a report should be made in the first instance to the agency head or a person nominated by the agency head.

Protection of whistleblowers

Section 16 of the PS Act provides that a person performing functions in or for an agency must not victimise or discriminate against an APS employee because the APS employee has reported breaches (or alleged breaches) of the Code to an authorised person.

Because the PS Act prohibits victimisation and discrimination by persons performing functions 'in or for an Agency', contractors as well as APS employees are prohibited from taking retaliatory action against whistleblowers.

The whistleblower scheme is not designed to resolve personal grievances about employment decisions, which are the subject of other agency review processes and promotion review committees.
Although there is no specific reference to whistleblowers, the Workplace Relations Act and the OH&S (CE) Act also provide some protection.

Paragraph 170CK (2)(e) of the Workplace Relations Act states that employment cannot be terminated for: 'the filing of a complaint, or the participation in proceedings, against an employer involving alleged violation of laws or regulations or recourse to competent administrative authorities.'
 The OH&S Act includes a similar provision where an employee who complains about a work-related health, safety or welfare matter cannot be dismissed (s. 76).

Unauthorised disclosures

Public Service Regulation 2.1 creates a duty for the purposes of section 70 of the Crimes Act 1914, which makes it an offence for an APS employee to publish or communicate information, obtained in the course of their duties, that they have a duty not to disclose. However, a public interest disclosure that is made in accordance with the PS Act and regulations (that is, to the relevant agency head, the Public Service Commissioner, the Merit Protection Commissioner or persons authorised by them) is not considered an unauthorised disclosure of information or an offence under s. 70 of the Crimes Act.

In addition, the Code (s. 13(6)) requires APS employees to maintain appropriate confidentiality about dealings with any Minister or Minister's member of staff. This is an important obligation. Because there are various processes in the APS for raising concerns, including the whistleblower scheme, there is no justification for employees to 'leak' information, which can only undermine the essential relationship of trust, particularly with Ministers and the Government.

Confidential and anonymous disclosures

Sometimes people may not wish to disclose their identity when they report a breach of the Code. An anonymous disclosure, supported by sufficient evidence to justify an investigation, should be dealt with in accordance with the agency's whistleblowing procedures.

Under the Privacy Act, a whistleblower's identity is considered 'personal information' and therefore protected. 'Personal information' can only be disclosed without the individual's consent in certain circumstances prescribed under the Privacy Act, such as to protect public revenue or enforce criminal law.

However, the person or agency to which the personal information is disclosed shall not use it for a purpose other than that for which it was provided.

The agency head, the Public Service Commissioner or the Merit Protection Commissioner may refer information provided by a whistleblower to another appropriate agency, such as the Australian Federal Police, the State Police, or the Commonwealth Director of Public Prosecutions, should they consider it necessary. If this occurs, it is likely that the substance of the whistleblower's complaint, and so perhaps their identity, will become public. The agency head, and Public Service or Merit Protection Commissioners cannot direct or control how other agencies may investigate the complaint. However, the whistleblower remains protected under s. 16 of the PS Act.

Defamation

The regulations do not protect a whistleblower from liability for defamation. Common law protection applies, as modified by state or territory legislation where applicable. At common law, the defence of qualified privilege applies to a whistleblower sued for defamation by the person who has allegedly breached the Code, as long as the statements alleged to be defamatory were made in good faith and to an authorised person.

It should be emphasised that the protection of qualified privilege is unlikely to be available if the disclosure is made to the media.

As mentioned above, a public interest disclosure that is made in accordance with the PS Act and regulations is not considered an unauthorised disclosure of information or an offence under s. 70 of the Crimes Act.

Frivolous or vexatious allegations

Agency heads, the Public Service or Merit Commissioners or other authorised persons do not have to investigate reports that are considered frivolous or vexatious.

The Commonwealth Ombudsman

Whistleblowing provisions do not affect an APS employee's right to complain to the Commonwealth Ombudsman about actions taken or decisions made by an agency. However, the Commonwealth Ombudsman cannot investigate complaints about actions taken or decisions made by:

· politicians 

· private individuals or companies 

· courts or tribunals 

· state or local governments 

· government Ministers 

· some government business enterprises or 

· employment related matters, except in certain cases in the Australian Defence Force. 

More information about the Commonwealth Ombudsman's functions can be found on the Ombudsman’s website at: www.ombudsman.gov.au.

Inspector-General of Intelligence and Security

The Inspector-General of Intelligence and Security oversees activities of the Australian Security Intelligence Organisation (ASIO), Australian Secret Intelligence Service (ASIS), Defence Signals Directorate (DSD), Defence Intelligence Organisation (DIO), the Office of National Assessments (ONA) and Defence Imagery and Geospatial Organisation (DIGO). Complaints relating to illegality or impropriety by employees in these agencies may be referred to the Office of the Inspector-General.

 

29 For the purposes of the PS Act a whistleblower is an APS employee who reports a breach (or alleged breach) of the code of Conduct to an authorised person.


